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)ÎÔÒÏÄÕÃÔÉÏÎ  

The model threat assessment policies, procedures, and guidelines contained herein were initially developed in response to 

legislation enacted by the Virginia General Assembly in 2013. In accordance with the Code of Virginia, Ä 9.1-184, the Virginia 

Center for School and Campus Safety (VCSCS), under the Virginia Department of Criminal Justice Services (DCJS), 

developed and provided model policies and procedures to help local school boards establish and operate threat assessment teams 

to support the safety and well-being of their schools. The primary focus was on providing schools with ña model policy for the 

establishment of threat assessment teams, including procedures for the assessment of and intervention with students whose 

behavior poses a threat to the safety of school staff or students.ò  

On July 1, 2016, the Virginia General Assembly enacted several updates and additions to the Code of Virginia related to threat 

assessment teams in Virginia public schools. These changes increased the consistency between Virginia laws regarding threat 

assessment teams in public schools, and those regarding threat assessment teams in public institutions of higher education. The 

changes served to broaden the legislative purview of school threat assessment teams (i.e., to include ñprocedures for the 

assessment of and intervention with individuals (rather than solely with students) whose behavior poses a threat to the safety of 

school staff or studentsò) and provided those teams with more of the tools and protections that previously had been available 

only to campus threat assessment teams.   

Since 2016, the Virginia General Assembly has enacted other laws that relate to the safety and security of schools and 

communities in the Commonwealth. Further, state agencies have provided additional guidance on issues related to information-

sharing, suicide prevention, and student conduct. Additionally, the field of threat assessment and management has seen 

significant developments that inform practice in school settings. 

This document has been updated to reflect those statutory changes and standards of practice, and is provided as the current model 

policies, procedures, and guidelines for school threat assessment and management teams. In accordance with Ä 22.1-79.4, school 

division policies must be consistent with these model policies developed by the DCJS Virginia Center for School and Campus 

Safety. The DCJS model adheres to legislative requirements and is a synthesis of best practices or standards of practice in threat 

assessment and management in school settings. The DCJS model is available for use, free of charge, for both public and private 

schools in Virginia. 

The Virginia C.A.R.E.S. for Schools and Campuses framework was developed in 2016 to emphasize initiatives by the DCJS 

Virginia Center for School and Campus Safety to support schools and campuses in enhancing the safety and well-being of 

educational settings across the Commonwealth. The Virginia C.A.R.E.S. framework recognizes that threat assessment and 

management is one part of a larger and on-going approach to support and enhance school and campus safety. The health, safety 

and well-being of schools are sustained and enhanced through a comprehensive approach. Virginia C.A.R.E.S. stands for: 

C:  Caring and connection to build a positive school/campus climate 

A:  Awareness of concerns, resources, and reporting options 

R:  Recognition of, and response to, threatening, aberrant, or concerning behaviors 

E:  Engagement with the community and with persons (within the school or campus) for whom there is concern 

S:  Support for all members of the school/campus community 

Schools are encouraged to develop and sustain efforts toward all of these goals, as meets the needs, resources, and abilities of the 

school community. 

This document and other resources to support school and campus safety are available at the DCJS website at: 

www.dcjs.virginia.gov/virginia-center-school-and-campus-safety/k-12-resources-and-curriculum  

https://law.lis.virginia.gov/vacode/title9.1/chapter1/section9.1-184/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://www.dcjs.virginia.gov/virginia-center-school-and-campus-safety/k-12-resources-and-curriculum
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/ÖÅÒÖÉÅ× ÏÆ 6ÉÒÇÉÎÉÁ ,Á×Ó 2ÅÌÁÔÅÄ  
ÔÏ 4ÈÒÅÁÔ !ÓÓÅÓÓÍÅÎÔ 

There are several statutes within the Code of Virginia that relate to or may impact school threat assessment teams. This section 

provides an overview of key statutes related to threat assessment in Virginia schools. Members of threat assessment teams and 

other school administrators should be familiar with these statutes and ensure the schoolôs compliance. See the Resource section 

of this document for the full text of the statutes referenced below. 

The primary statute governing threat assessment and management processes in Virginia public schools is Ä 22.1-79.4. Threat 

assessment teams and oversight committees, which has several elements that impact the scope, structure, duties, and operations 

of such teams. 

Scope of School Threat Assessment Teams 

Section A of Ä 22.1-79.4 outlines the duties of school boards for implementing policies regarding threat assessment teams as well 

as the scope, authority, and responsibility of such teams:  

Each local school board shall adopt policies for the establishment of threat assessment teams, including the assessment of 

and intervention with individuals whose behavior may pose a threat to the safety of school staff or students consistent with 

the model policies developed by the Virginia Center for School and Campus Safety (the Center) in accordance with  

Ä 9.1-184. Such policies shall include procedures for referrals to community services boards or health care providers for 

evaluation or treatment, when appropriate. 

Virginia public schools are required to adopt policies that establish threat assessment teams whose functions include the 

assessment of and intervention with individuals whose behavior may pose a threat to the safety of the school, staff, or students. 

This reflects the understanding that it is not only students who may pose a threat of violence or harm to the school community, 

but a range of others including (but not limited to): 

¶ Students: current and former (and potentially prospective) 

¶ Employees: current and former (and potentially prospective) 

¶ Parents, guardians, or other family members of students 

¶ Persons who are (or have been) in relationships with staff or students 

¶ Contractors, vendors, or other visitors  

¶ Persons unaffiliated with the school. 

School threat assessment teams shall adopt policies and practices to assess and intervene with potential or developing threatening 

or concerning behaviors exhibited not only by students, but from a broad range of persons who may pose a threat to either school 

staff or students. While students will likely represent the largest number of potential subjects of concern, schools must implement 

a process for identifying, assessing, and managing all threats that may reasonably be posed to the school community. 

Further, Virginia schools must enact threat assessment and management policies that are consistent with the Model Policies, 

Procedures, and Guidelines promulgated by the DCJS Virginia Center for School and Campus Safety, per Ä 9.1-184, the 

authorizing statute for VCSCS. This document contains the model policies and procedures developed and provided by VCSCS.  

Finally, Section A of the school threat assessment statute requires schools to develop policies that include procedures for referrals 

to relevant community resources such as community service boards or health care providers in circumstances when those 

resources are appropriate to provide further evaluation or treatment of persons who are involved in threat assessment and 

management cases. Schools should establish memoranda of understanding/agreement regarding such referral relationships and 

review them annually to ensure that they are up to date.  

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title9.1/chapter1/section9.1-184/
https://law.lis.virginia.gov/vacode/title9.1/chapter1/section9.1-184/
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Structure of School Threat Assessment Teams 

School Threat Assessment Team(s) 

The Code of Virginia Ä 22.1-79.4 notes the minimum required membership and structure of threat assessment teams established 

by the school:  

C. Each division superintendent shall establish, for each school, a threat assessment team that shall include persons with 

expertise in counseling, instruction, school administration, and law enforcement. Threat assessment teams may be 

established to serve one or more schools as determined by the division superintendent.  

The division must establish a structure in which each school within the division is served by a threat assessment team. The 

superintendent has the authority and discretion to establish a team structure that meets the needs, resources, and staffing of the 

school division so long as each school is served by a threat assessment team. A given threat assessment team may serve one or 

more schools. Further, individuals with relevant areas of expertise (e.g., school psychologists or school resource officers) may 

serve on more than one threat assessment team. 

The team(s) shall include persons with ñexpertise in counseling, instruction, school administration, and law enforcementò. The 

Code states that persons must have expertise in those areas, but do not necessarily have to be currently serving in those roles. The 

intent is to support a multi-disciplinary approach to maximize the effectiveness of threat assessment and management processes. 

Persons with an expertise in counseling may include school psychologists, counselors, or social workers. Persons with expertise 

in instruction may be teachers, administrators with teaching experience, or special education staff. Those with expertise in school 

administration are typically principals or assistant principals. Those with expertise in law enforcement may be school resource 

officers or local or state law enforcement officers. The Information Sharing Guide for K-12 Public Schools available through 

DCJS provides further guidance regarding law enforcement officers serving on school threat assessment teams. School 

administrators and team members should obtain and be familiar with that guide. 

Note that the Code only specifies the minimum expertise required but does not limit schools from including persons with other 

areas of expertise (e.g., human resources, special education, nursing, etc.) as core members of the team. Further, the team, in its 

discretion, may involve other staff members (or community resources) to assist with a particular case or issues specific to certain 

cases, even when that staff member is not named as a core member of the team. Team members should be selected to fulfill the 

obligations of the Code, and to help the team maximize its capabilities for early identification with developing concerns, 

comprehensive assessment of situations, and effective management and monitoring to resolve the concerns to the degree 

possible.  

Schools should (as resources allow) identify back-up/secondary team members to fulfill responsibilities if the primary team 

member is not available. Ideally, each core member would have at least one back-up, typically from the same area of expertise. 

Each team should have a designated leader to facilitate the team process and ensure compliance with legal requirements and 

standards of practice. This is typically a school administrator with oversight of the threat assessment team process for the 

school(s) covered by the team but may be any staff member appointed by school administration. 

Oversight Committee 

The Code of Virginia Ä 22.1-79.4 provides an option to establish a divisional committee to provide oversight of all threat 

assessment and management processes and states:  

B. The superintendent of each school division may establish a committee charged with oversight of the threat assessment 

teams operating within the division, which may be an existing committee established by the division. The committee 

shall include individuals with expertise in human resources, education, school administration, mental health, and law 

enforcement. 

The Code provides latitude in this section in that schools are not required to establish an oversight committee within the school 

division but may do so if they choose. If the superintendent chooses to establish a committee with that responsibility, the 

oversight committee may either be a new committee established to provide such oversight, or the superintendent may assign the 

oversight responsibilities to an existing committee.  

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
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In either case, if the division has such an oversight committee, it must include persons with ñexpertise in human resources, 

education, school administration, mental health, and law enforcementò. Note that expertise in human resources is a required 

aspect of oversight teams, while it was optional (though desirable) for school threat assessment teams. As referenced above, the 

Code states that persons must have expertise in those areas, but do not necessarily have to be currently serving in those roles. The 

intent is to support a multi-disciplinary approach to maximize oversight and effectiveness of threat assessment and management 

processes. The Code only specifies the minimum expertise required but does not limit schools from including persons with other 

areas of expertise (e.g., special education, nursing, etc.) 

Oversight responsibilities may include, but not be limited to such functions as ensuring: 

¶ Compliance with state statutes, model policy, procedures and guidelines for standards of practice 

¶ Consistency of policies and procedures for threat assessment and management processes across the division 

¶ Training and continuing education of threat assessment team members 

¶ Education and awareness of school staff, students, and parents/guardians 

¶ Notification of senior school administrators and/or parents/guardians 

¶ Fulfillment of reporting requirements regarding threat assessment practices. 

In addition to the oversight responsibilities, schools may also utilize a central division threat assessment team to assess and 

manage those threat cases that impact across schools within the division, and/or are of a sufficient magnitude that they may be 

better managed at the division level rather than at the school level. While not a requirement of the statute, it is important to 

consider how to best manage those cases that may be beyond the capability of an individual school to deal with, or that impact 

across multiple schools or operations within the division, or schools or other entities outside of the division. 

Duties of School Threat Assessment Teams  

Sections C, D and E of Ä 22.1-79.4 outline the duties and responsibilities of threat assessment and management team members. 

Core Duties of Threat Assessment Teams. 

Ä 22.1-79.4, section C states: 

éEach team shall (i) provide guidance to students, faculty, and staff regarding recognition of threatening or aberrant 

behavior that may represent a threat to the community, school, or self; (ii) identify members of the school community to 

whom threatening behavior should be reported; and (iii) implement policies adopted by the local school board pursuant to 

subsection A.  

Provide Guidance 

The statute recognizes the importance of community awareness and engagement regarding recognizing and reporting situations 

involving threatening or aberrant behavior that may impact the school community. Threat assessment team members have a 

responsibility to provide guidance and build awareness to support recognition of concerning, aberrant or threatening behaviors.  

Guidance should address recognition and reporting of behavior that is concerning or aberrant, or that may represent a threat to 

the community outside of the school (e.g., a staff member known to be threatening and cyber-stalking a former spouse while at 

work), the school (e.g., a student threatening another student or staff member at school), or to the subject of concern themselves 

(e.g., a student expressing thoughts of self-harm or suicidal behavior).  

It is important to integrate approaches for recognizing and reporting concerns of threatening or aberrant behavior with those 

related to other concerns such as bias, bullying, harassment, mental health, substance abuse, and suicide. Note that several other 

statutes impose responsibilities related to recognizing and addressing concerning behaviors, such as mental health concerns (see 

Ä 22.1-298.6).  

  

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title22.1/chapter15/section22.1-298.6/
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Threat assessment teams providing guidance to students about recognizing and reporting concerns related to suicidal behavior must 

operate in accordance with Code of Virginia Ä 22.1-207.2:1, which states:  

Each school board shall develop and implement policies that ensure that parents have the right to review any audio-visual 

materials that contain graphic sexual or violent content used in any anti-bullying or suicide prevention program. Such 

policies shall require that prior to using any such material, the parent of the child participating in such a program shall be 

provided written notice of his right to review the material and his right to excuse his child from participating in the part of 

such program utilizing such material. 

Identify Mechanisms for Reporting 

The threat assessment team must identify to whom concerning, aberrant or threatening situations are to be reported. Schools 

should establish clear protocols for staff, students, parents/guardians, and others who have such concerns to report their concerns 

in a timely and confidential or anonymous manner. 

Implement Threat Assessment Policies 

Section A of Ä 22.1-79.4 requires school board policies establishing threat assessment teams that include:  

é[T}he assessment of and intervention with individuals whose behavior may pose a threat to the safety of school staff or 

student consistent with the model policies developed by the Virginia Center for School and Campus Safety (the Center) in 

accordance with Ä 9.1-184. Such policies shall include procedures for referrals to community services boards or health care 

providers for evaluation or treatment, when appropriate. 

This section of the Code authorizes members of school threat assessment teams to fulfill the threat assessment policies 

established by the school board and establishes the authority to assess and intervene as a central duty of threat assessment team 

members.  

Notifications to Senior Administration, Law Enforcement, and/or Parent/Guardian 

Notifications Regarding Criminal Acts 

The Code outlines circumstances in which school staff (including threat assessment team members) are required to notify senior 

administration of all incidents involving certain criminal acts. Ä 22.1-279.3:1. Reports of certain acts to school authorities 

requires school staff to report to the superintendent and principal (or designee) when any of the following acts may have 

occurred on a school bus, on school property, or at a school-sponsored activity:  

1. the assault or assault and battery, without bodily injury, of any person  

2. the assault and battery that results in bodily injury, sexual assault, death, shooting, stabbing, cutting, or wounding of any 

person, abduction of any person, or stalking of any person  

3. any conduct involving alcohol, marijuana, a controlled substance, imitation controlled substance, or an anabolic steroid, 

including the theft or attempted theft of student prescription medications 

4. any threats against school personnel  

5. the illegal carrying of a firearm  

6. any illegal conduct involving firebombs, explosive materials or devices, or hoax explosive devices, explosive or 

incendiary devices, or chemical bombs  

7. any threats or false threats to bomb, made against school personnel or involving school property or school buses; or  

8. the arrest of any student for a criminal incident occurring on a school bus, on school property, or at a school-sponsored 

activity.  

When aware of any of those incidents, school staff must notify senior school administration of the nature of the incident and the 

person(s) involved, and any relevant details regarding the incident such as date, time, location, etc. 

https://law.lis.virginia.gov/vacode/title22.1/chapter13/section22.1-207.2:1/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title9.1/chapter1/section9.1-184/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-279.3:1/
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Note that if a student commits any reportable incident outlined above, the student shall be required to participate in prevention 

and intervention activities as deemed appropriate by the superintendent or designee. Such prevention and intervention activities 

shall be identified in the school divisionôs drug and violence prevention plans. 

The principal shall immediately report to local law enforcement agency any act that may constitute a felony offense listed in 

items 2ï7 and may report any incidents from the list. Note that, effective July 1, 2020, a principal is only required (by state 

statute) to report felony incidents and not misdemeanors, though may report both. Principals should be well versed in application 

of the criminal code and consult with the School Resource Officer (SRO) or local law enforcement to determine whether 

incidents are felonies or misdemeanors. Importantly, the Code does not require delinquency charges to be filed or prevent 

schools from dealing with school-based offenses through appropriate sanctions or educational programming before a 

delinquency charge is filed. 

The principal (or designee) shall also notify the parent/guardian of any student involved in such incident, regardless of whether 

disciplinary action is taken against the student or the nature of the disciplinary action. Such notification shall relate only to that 

studentôs involvement and shall not include information concerning other students. 

Law enforcement authorities are also generally required to notify school administrators when students enrolled in the school are 

charged in criminal incidents (wherever committed) if the offense would be a felony if committed by an adult or was a violation 

of the Drug Control Act, or for any of the above offenses occurring on a school bus, on school property, or at a school-sponsored 

activity. 

Notifications Regarding Students Who Pose a Threat of Violence/Harm to Self or Others 

The Code outlines circumstances in which threat assessment team members are required to notify senior administration of 

students who pose a threat of violence or physical harm to self or others. Section D of Ä 22.1-79.4 states: 

Upon a preliminary determination that a student poses a threat of violence or physical harm to self or others, a threat 

assessment team shall immediately report its determination to the division superintendent or his designee. The division 

superintendent or his designee shall immediately attempt to notify the studentôs parent or legal guardian. Nothing in this 

subsection shall preclude school division personnel from acting immediately to address an imminent threat. 

This section outlines a duty that only applies when the subject of concern is a currently enrolled student and meets the specified 

criteria. In circumstances in which the threat assessment team is dealing with a case in which the subject of concern is a student 

and makes a preliminary determination that the student poses a threat of violence or physical harm to themselves or to others, 

the team has a statutory responsibility to notify the division superintendent (or designee) of that determination. This allows the 

superintendent (or designee) to fulfill their duties (under this statute and as imposed by others) to notify the studentôs parent or 

guardian. School staff are required to report, and the superintendent or designee may also be required to notify law enforcement 

if felony-level crimes may have been committed or if a physical threat of harm needs to be addressed. The statute imposes the 

duty to notify the superintendent (designee) as soon as the team has determined that the student poses such a threat, that is, has 

the capability of acting on a threat, whether they have communicated/stated a threat or are engaging in behavior that would lead a 

responsible person to perceive that the student had, or was developing, the capacity to cause harm. 

In practice, it is likely to be the school administrator, threat assessment team leader, or other member of the threat assessment 

team that functions as the Superintendentôs designee to make the required determinations and notifications. 

The teamôs duty under this section is fulfilled upon a timely and good faith effort to notify the superintendent or designee and the 

team should take timely and reasonable steps to address the threat posed and is not required to wait (nor should they wait) for the 

notification(s) to be completed before taking appropriate actions. 

Threat Assessment and Suicide Risk Assessment/Intervention 

Note that Ä 22.1-79.4, Section D does not require that all cases be handled by the threat assessment team when they involve 

students who may pose a threat to self. Rather, the statute imposes a duty on threat assessment team members when they, in the 

course of their duties on the threat assessment team, make a determination (even at a preliminary level) that a student poses a 

https://law.lis.virginia.gov/vacodepopularnames/drug-control-act/
https://law.lis.virginia.gov/vacode/title22.1/chapter7/section22.1-79.4/
https://law.lis.virginia.gov/vacode/title22.1/chapter7/section22.1-79.4/
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threat of violence or physical harm to self (or others). This is similar to the duty that any school administrative or instructional 

staff have when they have reason to believe that a student is at imminent risk for suicide (per Ä 22.1-272.1, see next section).  

The goal of the threat assessment and management process is to take appropriate preventive and intervening measures to 

maintain the health, safety, and well-being of the school community. This is done through systematic processes facilitating early 

identification, comprehensive assessment, and holistic case management. These goals are consistent with those of suicide 

prevention and intervention processes. 

Virginia law (e.g., Ä 22.1-79.4) imposes certain duties on school threat assessment teams related to individuals who may pose a 

threat to the community, school or self. These duties include providing guidance to students, faculty, and staff regarding 

recognition of aberrant or threatening behavior that may represent a threat to the community, school, or self. Further, upon a 

threat assessment team making a preliminary determination that a student poses a threat to self or others, the threat assessment 

team has a statutory responsibility to notify senior school administration.  

Notifications for Students at Imminent Risk of Suicide 

The Code of Virginia Ä 22.1-272.1. Responsibility to contact parent of student at imminent risk of suicide further requires that: 

A. Any person licensed as administrative or instructional personnel by the Board of Education and employed by a local 

school board who, in the scope of his employment, has reason to believe, as a result of direct communication from a 

student, that such student is at imminent risk of suicide, shall, as soon as practicable, contact at least one of such 

studentôs parents to ask whether such parent is aware of the studentôs mental state and whether the parent wishes to 

obtain or has already obtained counseling for such student. Such contact shall be made in accordance with the 

provisions of the guidelines required by subsection C. 

School staff who are licensed as administrative or instructional personnel by the Board of Education who (in the scope of their 

job duties) have reason to believe, as a result of direct communication from a student, that the student is at imminent risk of 

suicide must contact the studentôs parents to determine: 

1) Whether the parent is aware of the studentôs state of mind, and, 

2) Whether the parent wishes to obtain or has obtained counseling for the student. 

Such determination and notifications will be made in accordance with the Suicide Prevention Guidelines (referenced in 

subsection C of Ä 22.1-272.1) provided by the Virginia Department of Education. Beyond the statutory requirements regarding 

notification, and as noted in the Suicide Prevention Guidelines, the contact with parents is an opportunity to facilitate cooperation 

and coordination regarding the safety and well-being of the student. 

If the student has indicated that the reason(s) for imminent suicide are related to parental abuse or neglect, then school staff shall 

not contact the parents. Instead, as soon as practical, staff will notify the local social services department in the locale where the 

child resides or where the abuse/neglect is believed to have occurred, or may contact the Virginia Department of Social Services 

toll-free abuse and neglect hotline at (800) 552-7096. 

Notifications Regarding Students Involved with Protective Orders 

Ä 22.1-279.3:2. Public elementary and secondary school students; protective orders; notification requires a principal who 

receives notice that a court or magistrate has issued an order for the protection of a child enrolled at the school, or prohibiting 

contact with a child at the school must notify school staff that such order has been issued when those staff: 

1. provide direct educational or support services to the protected child or the child subject to the order,  

2. have a legitimate educational interest in such information, and  

3. are responsible for the direct supervision of the protected child or the child subject to the order. 

Threat assessment team members have a legitimate educational interest in such information when there are threat assessment 

cases involving persons named in such protective orders. School administrators having knowledge of such orders should notify 

threat assessment team members of the order, work with law enforcement to obtain a copy of the order and take steps to ensure 

compliance with the order. 

https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
https://law.lis.virginia.gov/vacode/title22.1/chapter7/section22.1-79.4/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
http://www.doe.virginia.gov/boe/guidance/health/suicide_prevention.pdf
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
http://www.doe.virginia.gov/boe/guidance/health/suicide_prevention.pdf
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-279.3:2/


Threat Assessment and Management in Virginia Schools: Model Policies, Procedures and Guidelines | Third Edition (2020) 

 

10 

While the statute only applies to students involved in such orders, similar notifications should occur when school administration 

or threat assessment team members are aware of protective orders involving school staff or parents/guardians of students. 

Reporting on Threat Assessment Activities 

The Code outlines responsibilities for reporting on threat assessment team activities in Section E, which states:   

Each threat assessment team established pursuant to this section shall collect and report to the Center quantitative data on 

its activities using the case management tool developed by the Center. 

The DCJS Virginia Center for School and Campus Safety is charged with collecting, analyzing, and disseminating school safety 

data. VCSCS typically collects threat assessment data through the annual school safety and security surveys. Schools are 

obligated to cooperate with VCSCS and assist in the fulfillment of those duties as per Ä 9.1-184. 

Schools should implement documentation and data collection procedures that are consistent with state law and with regulations 

regarding storage and retention of such documentation so that they can efficiently and reliably report on threat assessment 

activities.  

Civil Immunity of School Staff 

The Code of Virginia provides protections for school staff (or any other) who report or investigate certain incidents at school. The 

Code of Virginia Ä 8.01-47, grants immunity from all civil liability to any person who, in good faith with reasonable cause and 

without malice, reports, investigates, or causes an investigation to be made into information that any person poses a credible 

danger of serious bodily injury or death to any other person on school property. The Code of Virginia Ä 8.01-220.1:2, grants 

immunity from all civil liability for any teacher regarding acts or omissions resulting from the supervision, care or discipline of 

students, or reporting of alleged bullying or crimes against others, when such acts were within the teacherôs scope of 

employment and done in good faith. 

School Threat Assessment Teams: Access to Protected Information 

The Code allows for school threat assessment team members to request and receive information from otherwise protected or 

restricted sources when certain criteria are met. Section F of Ä 22.1-79.4 states:  

Upon a preliminary determination by the threat assessment team that an individual poses a threat of violence to self or 

others or exhibits significantly disruptive behavior or need for assistance, a threat assessment team may obtain criminal 

history record information, as provided in ÄÄ 19.2-389 and 19.2-389.1, and health records, as provided in Ä 32.1-127.1:03. 

No member of a threat assessment team shall redisclose any criminal history record information or health information 

obtained pursuant to this section or otherwise use any record of an individual beyond the purpose for which such disclosure 

was made to the threat assessment team. 

Members of a public school threat assessment team may obtain criminal history record information (regarding adult or juvenile 

subjects of concern) and/or information from health records regarding such subjects, in certain circumstances. Note that this code 

section only allows team members to access such information from Virginia criminal or health records and does not allow access 

to such records from outside of the state, e.g., juvenile criminal history records regarding a student that transferred in from 

another state. School resource officers or other law enforcement officers serving on threat assessment teams may be able to 

obtain criminal offense information from states outside of Virginia, but may not be able to share that information with threat 

assessment team members unless it was obtained through public sources of information. 

  

https://law.lis.virginia.gov/vacode/title9.1/chapter1/section9.1-184/
https://law.lis.virginia.gov/vacode/title8.01/chapter3/section8.01-47/
https://law.lis.virginia.gov/vacode/title8.01/chapter3/section8.01-220.1:2/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title19.2/chapter23/section19.2-389/
https://law.lis.virginia.gov/vacode/title19.2/chapter23/section19.2-389.1/
https://law.lis.virginia.gov/vacode/title32.1/chapter5/section32.1-127.1:03/
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To obtain information from criminal history or health records, the threat assessment team must have made a preliminary 

determination that an individual (not just a student) who is a subject of concern meets one or more of the following criteria: 

1) poses a threat of violence to self or others, or  

2) exhibits significantly disruptive behavior, or  

3) has a need for assistance. 

The team is not required to have completed a full threat assessment to obtain the information, only to have made a preliminary 

determination that the criteria are met. The school threat assessment team members may then request and obtain the relevant 

records for the purpose of the threat assessment team, i.e., to assess and manage the potential threat to the school. 

Note that no threat assessment team member may re-disclose any information obtained under this section, nor may they use it for 

any purpose other than those of the threat assessment team. Criminal history record information or health information obtained 

by the threat assessment team may not be shared with any other persons (other than members of the team), nor used for any other 

purposes (e.g., discipline, etc.) Team leaders should carefully consider the membership of the team to include those persons with 

a legitimate need to know information that may be obtained by the team. For example, in a large school, an assistant principal 

serves on and leads the threat assessment team. If the principal is not named as a member of the team, then the assistant principal 

cannot lawfully share information obtained from the information sources identified in the threat assessment statute. Consider 

naming the principal as a backup team leader or administrative representative so that they can be lawfully and adequately briefed 

on the case. 

In regard to criminal history information obtained via the Virginia State Police Central Criminal Records Exchange (CCRE) and 

the Juvenile Virginia Criminal Information System (JVCIN), note that any information/records printed from a terminal (having 

access to the system) must be destroyed after the information is obtained. The threat assessment team may not maintain the 

record printed from the system access terminal, nor may they make copies of that record. School staff may store information 

about juvenile delinquency or convictions in files maintained by them (and separate from the studentôs central educational 

record) when they have a legitimate educational interest in the information (e.g., for threat assessment and management 

purposes). Per Ä 22.1-288.2, Section B, information regarding juvenile delinquency or criminal convictions may not be placed in 

a studentôs central educational record unless such offenses are related to school disciplinary actions and then become part of the 

studentôs disciplinary record.  

Ä 22.1-79.4 prohibits dissemination or use of records/information (obtained under Section F) outside of the purposes of the threat 

assessment team. Further, any person who (without proper authorization) discloses, makes use of, or knowingly permits the use 

of juvenile criminal history may face criminal charges per Ä 16.1-309. In addition, as per Ä 18.2-152.5. Computer invasion of 

privacy; it is a crime to use a computer or computer network to access information without authorization. Per Ä 18.2-152.7. 

Personal trespass by computer, it is a crime to disseminate such records/information to cause injury to an individual.  

Threat Assessment Records 

Exclusion of Certain Records from the Virginia Freedom of Information Act 

Recognizing the sensitivity of information that may be contained in school security plans, safety audits, and/or threat assessment 

and management records, Virginia statutes exclude certain records from required disclosure under the Virginia Freedom of 

Information Act (see Ä 2.2-3705.2. Exclusions to application of chapter; records relating to public safety and Ä 2.2-3705.4. 

Exclusions to application of chapter; educational records and certain records of educational institutions). The custodian of the 

relevant record retains discretion and may release such records if they so decide unless such disclosure is otherwise prohibited.  

Code of Virginia Ä 2.2-3705.4 excludes records of a school threat assessment team from required disclosure, stating: 

8.  Information held by a threat assessment team established by a local school board pursuant to Ä 22.1-79.4 or by a public 

institution of higher education pursuant to Ä 23.1-805 relating to the assessment or intervention with a specific individual. 

However, in the event an individual who has been under assessment commits an act, or is prosecuted for the commission of 

an act that has caused the death of, or caused serious bodily injury, including any felony sexual assault, to another person, 

https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-288.2/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title16.1/chapter11/section16.1-309/
https://law.lis.virginia.gov/vacode/title18.2/chapter5/section18.2-152.5/
https://law.lis.virginia.gov/vacode/title18.2/chapter5/section18.2-152.7/
https://law.lis.virginia.gov/vacode/title2.2/chapter37/section2.2-3705.2/
https://law.lis.virginia.gov/vacode/title2.2/chapter37/section2.2-3705.4/
https://law.lis.virginia.gov/vacode/title2.2/chapter37/section2.2-3705.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title23.1/chapter8/section23.1-805/
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such information of the threat assessment team concerning the individual under assessment shall be made available as 

provided by this chapter, with the exception of any criminal history records obtained pursuant to ÄÄ 19.2-389 or 19.2-389.1, 

health records obtained pursuant to Ä 32.1-127.1:03, or scholastic records as defined in Ä 22.1-289. The public body 

providing such information shall remove personally identifying information of any person who provided information to the 

threat assessment team under a promise of confidentiality. 

The Code of Virginia also specifies limitations to the exclusion (from disclosure) in certain situations such as a request for 

records regarding the effectiveness of security plans after someone on school property has suffered or been threatened with 

personal injury (as per Ä 2.2-3705.2), or information held by a threat assessment team where an individual (who has been under 

assessment) commits an act or is prosecuted for the commission of an act that has caused the death of, or caused serious bodily 

injury, including any felony sexual assault, to another person, per Ä 2.2-3705.4. 

In circumstances such as those, schools and their threat assessment teams may be compelled to provide records relevant to the 

circumstances. Note that even in cases where there may be required disclosure of certain records, the statutes still limit disclosure 

of subsets of those records, such as criminal history records, health records, or scholastic records, regarding the subject of 

concern. Those sensitive and otherwise protected records may not be re-disclosed without a court order. 

Finally, in regard to records of a threat assessment team, where disclosure of records may be required (or released at the 

discretion of the custodian of the record), the persons releasing the record must remove information identifying any person who 

provided information to the threat assessment team under a promise of confidentiality.  

Records Retention and Disposition  

Under the Code of Virginia Ä 42.1-82, the Library of Virginia (LVA) has the authority to issue regulations governing the retention 

and disposition of state and local public records. In keeping with the Codeôs mandate, LVA has developed records retention and 

disposition schedules outlining the disposition of public records (see Ä 42.1-86.1). School threat assessment teams should retain 

and dispose of records in a manner consistent with the relevant LVA schedule. 

Destruction of confidential or privacy-protected paper records must be done by shredding, pulping, or incineration. Electronic 

records must be overwritten with meaningless data or the storage media must be physically destroyed. Commercial software 

applications are available that electronically shred records from media. Deletion of confidential or privacy-protected information 

in electronic storage media is not acceptable. 

Student Threat Assessment Records 

Such records document individual threat assessments regarding students which may include threats to self or to others. Records 

may include but are not limited to assessment results, anecdotal notes, and supporting documentation. Student threat assessment 

records shall be retained for five (5) years after student graduates, completes a Board of Education program, transfers, or 

withdraws. Student threat assessment records should be disposed of using confidential destruction methods as referenced above.  

Source: Schedule GS-21 (Threat Assessments; page 20) 

Available at: www.lva.virginia.gov/agencies/records/sched_local/GS-21.pdf 

Non-Student Threat Assessment Records 

Threat assessment records regarding persons other than students document the occurrence of an incident, and any subsequent 

investigation that involves the employees or facilities of an agency and/or the public and have reasonable possibility of legal 

consequences. Records may include but are not limited to investigative and interview notes, logs, and reports, as well as 

materials related to accident or illness reports related to a threat case. Non-student threat assessment records shall be retained for 

five (5) years after the event or incident documented. While the retention schedule does not require confidential destruction of 

these records, given the sensitive nature of the information that may be involved, non-student threat assessment records should 

be disposed of using confidential destruction methods as referenced above. 

Source: Schedule GS-03 (Incident Reports; page 6) 

Available at: www.lva.virginia.gov/agencies/records/sched_local/GS-03.pdf 

https://law.lis.virginia.gov/vacode/title19.2/chapter23/section19.2-389/
https://law.lis.virginia.gov/vacode/title19.2/chapter23/section19.2-389.1/
https://law.lis.virginia.gov/vacode/title32.1/chapter5/section32.1-127.1:03/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-289/
https://law.lis.virginia.gov/vacode/title2.2/chapter37/section2.2-3705.2/
https://law.lis.virginia.gov/vacode/title2.2/chapter37/section2.2-3705.4/
https://law.lis.virginia.gov/vacode/42.1-82/
https://law.lis.virginia.gov/vacode/title42.1/chapter7/section42.1-86.1/
https://www.lva.virginia.gov/agencies/records/sched_local/GS-21.pdf
https://www.lva.virginia.gov/agencies/records/sched_local/GS-03.pdf
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In instances where an employee, as part of a threat assessment process, has undergone evaluation or treatment by a medical 

professional, there may be health records that document any long-term health risk, as well as any health treatment or examination 

given to an employee by a medical professional to facilitate the threat assessment and management process. Records may 

include, but are not limited to health assessments, medical clearance or release-to-duty notices, reports, and other health records 

related to a threat case. Such employee health records, which are part of a threat assessment case shall be retained for thirty (30) 

years after separation from employment. Employee health records that are part of threat assessment records should be disposed 

of using confidential destruction methods as referenced above. 

Source: Schedule GS-03 (Employee Health Records; page 4) 

Available at: www.lva.virginia.gov/agencies/records/sched_local/GS-03.pdf 

Note that the above guidance does not cover all records that may be related to a threat assessment case and that retention and 

disposition schedules may vary based on the specific type of record involved (e.g., disciplinary, special education, health care 

plan, etc.).  

Schools are referred to the Library of Virginia Records Retention and Disposition Schedules, especially GS-03 Personnel 

Records and GS-21 Public School records. 

Available at: www.lva.virginia.gov/agencies/records/sched_local/index.htm.  

https://www.lva.virginia.gov/agencies/records/sched_local/GS-03.pdf
https://www.lva.virginia.gov/agencies/records/sched_local/index.htm
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/ÖÅÒÖÉÅ× ÏÆ ÔÈÅ -ÏÄÅÌ 0ÏÌÉÃÉÅÓȟ  
0ÒÏÃÅÄÕÒÅÓȟ ÁÎÄ 'ÕÉÄÅÌÉÎÅÓ 

Threat Assessment and Management in Virginia Public Schools: Model Policies, Procedures, and Guidelines | Third Edition (2020) sets 

the standard for a comprehensive and holistic approach to preventing violence and mitigating harm. This is accomplished 

through the early identification, inquiry, assessment, and management of concerning, aberrant, or threatening behavior impacting 

schools, members of the school community, and the broader community in which the schools exist. This is a care-oriented 

approach intended to support and enhance the health, safety, and well-being of schools in the Commonwealth of Virginia. 

The Model Policy, Procedures, and Guidelines provided in this document are based not only on relevant Virginia statutes and 

regulations, but also the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and 

Accountability Act (HIPAA). The document also provides a synthesis of peer-reviewed research and recognized standards of 

practice regarding threat assessment and management in school and workplace settings. The Model Policy, Procedures and 

Guidelines draws from and synthesizes several key resources related to school violence and threat assessment and management 

in schools, including but not limited to: 

¶ The School Shooter: A Threat Assessment Perspective Report (1999). Federal Bureau of Investigation. 

¶ The Final Report and Findings of the Safe School Initiative: Implications for the Prevention of School Attacks in the 

United States (2002). U.S. Secret Service and U.S. Department of Education. 

¶ Threat Assessment in Schools: A Guide to Managing Threatening Situations and to Creating Safe School Climates 

(2002). U.S. Secret Service and U.S. Department of Education. 

¶ Risk Assessment Guideline Elements for Violence: Considerations for Assessment the Risk of Future  

Violent Behavior (2006). Association of Threat Assessment Professionals. 

¶ Prior Knowledge of Potential School-Based Violence: Information Students Learn May Prevent a Targeted Attack 

(2008). U.S. Secret Service and U.S. Department of Education. 

¶ Guide for Preventing and Responding to School Violence: 2nd Edition (2009). International Association of Chiefs of 

Police. 

¶ Workplace Violence Prevention and Intervention: American National Standard (2011). Society of Human Resource 

Management and ASIS, International. 

¶ Guide for Developing High-Quality School Emergency Operations Plans (2013). U.S. Department of Homeland 

Security. 

¶ International Handbook of Threat Assessment (2014). Meloy, R. and Hoffmann, J. (Eds.). 

¶ Making Prevention a Reality: Identifying, Assessing & Managing the Threat of Targeted Attacks (2017). Federal 

Bureau of Investigation. 

¶ Summary of School Safety Statistics (2017). National Institute of Justice. 

¶ Enhancing School Safety Using a Threat Assessment Model: An Operational Guide for Preventing Targeted School 

Violence (2018). U.S. Secret Service. 

¶ Indicators of School Crime and Safety (2018). National Center for Educational Statistics, U.S. Department of 

Education. 

¶ A Study of the Pre-Attack Behaviors of Active Shooters in the United States Between 2000 and 2013 (2018). Federal 

Bureau of Investigation. 

¶ Final Report of the Federal Commission on School Safety (2018). Federal Commission on School Safety. 

https://www.secretservice.gov/data/protection/ntac/ssi_final_report.pdf
https://www.secretservice.gov/data/protection/ntac/ssi_final_report.pdf
https://www.secretservice.gov/data/protection/ntac/ssi_guide.pdf
https://cdn.ymaws.com/www.atapworldwide.org/resource/resmgr/imported/documents/RAGE-V.pdf
https://cdn.ymaws.com/www.atapworldwide.org/resource/resmgr/imported/documents/RAGE-V.pdf
https://rems.ed.gov/docs/DOE_BystanderStudy.pdf
https://www.theiacp.org/sites/default/files/2018-08/schoolviolence2.pdf
https://rems.ed.gov/docs/Guide_for_Developing_HQ_School_EOPs.pdf
https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view#:~:text=Making%20Prevention%20a%20Reality%3A%20Identifying%2C%20Assessing%2C%20and%20Managing%20the,prevent%20these%20types%20of%20incidents.
https://www.ncjrs.gov/pdffiles1/nij/250610.pdf
https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
https://nces.ed.gov/pubs2019/2019047.pdf
https://www.fbi.gov/file-repository/pre-attack-behaviors-of-active-shooters-in-us-2000-2013.pdf
https://www2.ed.gov/documents/school-safety/school-safety-report.pdf
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¶ Crime, Violence, Discipline, & Safety in U.S. Public Schools: Findings from the School Survey on Crime & Safety: 

2017ï18 (2019). National Center for Educational Statistics, U.S. Department of Education. 

¶ The Role of Districts in Developing High Quality School Emergency Operations Plans: A Companion to the School 

Guide (2019). U.S. Department of Homeland Security. 

¶ Mass Violence in America: Causes, Impacts and Solutions (2019). National Council for Behavioral Health. 

¶ Protecting Americaôs Schools: A U.S. Secret Service Analysis of Targeted School Violence (2020). U.S. Secret Service. 

¶ International Handbook of Threat Assessment 2nd Edition (2020). Meloy, R. and Hoffmann, J. (Eds.). 

¶ Information Sharing Guide for K-12 Public Schools (2020). Virginia Department of Criminal Justice Services. 

¶ Suicide Prevention Guidelines (2020). Virginia Department of Education. 

For over 20 years, findings about the pre-attack behaviors of targeted violence perpetrators have validated use of a fact-based 

threat assessment and management process relying on an appraisal of behaviors, rather than traits, as the basis for determining 

the nature and degree of any safety concerns, and for developing a strategic approach to reducing risk and improving the safety 

and well-being of the school community.  

Although communicated/expressed threats of violence require assessment (and appropriate response), the DCJS model 

emphasizes the identification and assessment of a broader range of concerning behaviors, including but not limited to 

communicated/expressed threats.  

While incidents of mass targeted violence impacting schools has brought increased attention to issues of school safety in recent 

years, mass shootings are not the only threat faced by schools. The DCJS model emphasizes an approach that is based on an 

understanding of the variety and breadth of violence impacting school communities, including, but not limited to mass shootings. 

The threat assessment and management process is intended to help prevent and mitigate risks associated with all types of targeted 

violence including bias, harassment and bullying, sexual violence including domestic/dating violence and stalking, grievance 

based acts against individuals or groups, and lone actor terrorism and violent extremism. 

The model also emphasizes that effective threat assessment can best occur in school climates of safety, respect, and emotional 

support ï environments in which students, teachers, administrators (and, where appropriate, parents/guardians) pay attention to 

the social and emotional, as well as academic needs of students and staff; and have access to assistance for addressing and 

resolving problems.  

As noted above, the Code of Virginia (in Ä 22.1-79.4) requires each local school board to ñadopt policies for the establishment of 

threat assessment teams, including the assessment of and intervention with individuals (rather than solely students) whose 

behavior may pose a threat to the safety of school staff or students.ò This is consistent with long-standing research and practice 

literature on workplace violence prevention and intervention that recommends that a comprehensive approach to school safety 

would also identify and assess threats from all sources, and not solely students. It is also consistent with guidance from the U.S. 

Department of Education through its publications of the Guide for Developing High-Quality School Emergency Operations 

Plans (2013) and The Role of Districts in Developing High Quality School Emergency Operations Plans: A Companion to the 

School Guide (2019) in which it states:  

A school threat assessment analyzes communication and behaviors to determine whether a student, staff, or other 

person may pose a threat. These assessments must be based on fact, must comply with applicable privacy, civil rights, 

and other applicable laws, and are often conducted by multidisciplinary threat assessment teams. (2013, page 10; 2019, 

page 65) 

Concerns regarding non-students are already recognized (as a potential threat) and addressed by most local school board policies 

and procedures. Model policies promulgated by the Virginia School Boards Association as well as the Virginia Department of 

Educationôs publication Resource Guide: Crisis Management and Emergency Response in Virginia Schools address unauthorized 

visitors, hostile parents, and trespassers who may include former employees and students, as potential threats.  

https://nces.ed.gov/pubs2019/2019061.pdf
https://nces.ed.gov/pubs2019/2019061.pdf
https://rems.ed.gov/docs/District_Guide_508C.pdf
https://rems.ed.gov/docs/District_Guide_508C.pdf
https://www.thenationalcouncil.org/wp-content/uploads/2019/08/Mass-Violence-in-America_8-6-19.pdf?daf=375ateTbd56
https://www.secretservice.gov/data/protection/ntac/usss-analysis-of-targeted-school-violence.pdf
http://www.doe.virginia.gov/support/prevention/suicide/suicide-prevention-guidebook.pdf
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://rems.ed.gov/docs/Guide_for_Developing_HQ_School_EOPs.pdf
https://rems.ed.gov/docs/Guide_for_Developing_HQ_School_EOPs.pdf
https://rems.ed.gov/docs/District_Guide_508C.pdf
https://rems.ed.gov/docs/District_Guide_508C.pdf
http://www.doe.virginia.gov/support/safety_crisis_management/school_safety/emergency_crisis_management/crisis_mgmt_emer-response_guide.pdf
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While a comprehensive approach to school safety focuses on any individual who may pose a threat to the safety of school staff or 

students, it is expected that the majority of cases identified will involve students engaging in (or perceived to be engaging in) 

threatening behaviors. School divisions may (when dealing with students who may be engaging in threatening behavior) use 

tools designed to assess threats posed by students.  

See the Resource section for a Checklist for Implementing School Threat Assessment Processes to help assess compliance 

with statutory requirements and recommended practices. 
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-ÏÄÅÌ 0ÏÌÉÃÙ ÁÎÄ 0ÒÏÃÅÄÕÒÅÓ 

The threat assessment policies and procedures contained herein are models that are based on a synthesis of law, regulations, 

research, and contemporary standards of practice, and are consistent with the requirements of the Code of Virginia. They are not 

intended to be prescriptive. Although required to adopt policies for the establishment of threat assessment teams, local school 

boards have authority to establish any policies or procedures that are consistent with these model policies and procedures.  

The Model School Board Policy on Threat Assessment presented here is based on the requirements of Ä 22.1-79.4, Code of 

Virginia requiring local school boards to adopt policies for the establishment of threat assessment teams and prescribing the 

composition and responsibilities of teams as well as related referral and reporting requirements. The model policy also reflects 

contemporary and recognized standards of practice. 

Model School Board Policy on School Threat Assessment  

¶ The superintendent shall establish, for each school, a threat assessment team, for the assessment of and intervention with 

individuals whose behavior may pose a threat to the safety of school staff or students.  

¶ A threat assessment team may serve one or more schools as determined by the superintendent.  

¶ Each team shall include persons with expertise in school administration, counseling, instruction, and law enforcement. The 

team may include persons with other areas of expertise. 

¶ Each team shall:  

  Provide guidance to students, faculty, and staff regarding recognition of threatening or aberrant behavior that may 

represent a threat to the community, school, or self 

  Identify members of the school community to whom threatening behavior should be reported and 

  Implement school board policies for the assessment of and intervention with individuals whose behavior poses a threat 

to the safety of school staff or students.  

¶ The superintendent may establish a committee (operating within the division) charged with oversight of the threat 

assessment team(s). An existing committee may be designated to assume the oversight responsibility. Any such committee 

established for oversight of the threat assessment team(s) shall include individuals with expertise in human resources, 

education, school administration, mental health, and law enforcement.  

¶ All school division employees, volunteers, and contractors are required to report any expressed threat(s) or behavior(s) that 

may represent a threat to the community, school, or self. 

¶ In cases where determined to be appropriate, teams shall follow established procedures for referrals to community services 

boards or health care providers for evaluation or treatment.  

¶ Regardless of threat assessment activities, disciplinary action and referral to law enforcement are to occur as required by 

school board policy and the Code of Virginia. 

¶ Upon a preliminary determination that a student poses a threat of violence or physical harm to self or others, the threat 

assessment team shall immediately report its determination to the superintendent or designee. The superintendent or 

designee shall immediately attempt to notify the studentôs parent or legal guardian.  

  Nothing in this policy shall preclude school division personnel from acting immediately to address an imminent threat.  

  Nothing in this policy shall preclude the threat assessment team from notifying the superintendent (or designee) of any 

individual (other than a student) who poses a threat of violence or physical harm to self or others.  

  

https://law.lis.virginia.gov/vacode/22.1-79.4/
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¶ Upon a preliminary determination (by the threat assessment team) that an individual: 1) poses a threat of violence to self or 

others or, 2) exhibits significantly disruptive behavior or, 3) has a need for assistance, members of the threat assessment 

team may request and obtain criminal history record information (of adults and juveniles) and health records.  

  No member of a threat assessment team shall re-disclose any criminal history record information or health information 

obtained pursuant to this section or otherwise use any record of an individual beyond the purpose for which such 

disclosure was made to the threat assessment team.  

  The threat assessment team may not maintain the criminal history record printed from the system access terminal, nor 

may they make copies of it.  

  Juvenile delinquency or criminal history information may not be placed in a studentôs central educational/scholastic 

record, unless the school is taking disciplinary action related to the incidents. School staff (including members of the 

threat assessment team) with a legitimate educational interest may store information about such incidents in records 

maintained by them and separate from the studentôs educational/scholastic record. 

¶ Each threat assessment team established pursuant to Code of Virginia, Ä 22.1-79.4 shall report quantitative data on its 

activities according to guidance developed by the DCJS Virginia Center for School and Campus Safety. 

Reference statutory authority for policy: Code of Virginia, Ä 22.1-79.4 and Ä 9.1-184. 

Refer to: [School division lists here the specific local school regulation(s) setting forth threat assessment procedures and any 

closely related regulations.] 

  

  

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title9.1/chapter1/section9.1-184/
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The following model procedures are consistent with the requirements of the Code of Virginia and reflect contemporary and 

accepted standards of practice for threat assessment and management process in school divisions and workplaces in Virginia and 

across the nation.  

Model Procedures for School Threat Assessment Programs 

Purpose 

The purpose of this document is to establish procedures for the identification, inquiry, assessment, and intervention with 

individuals whose behavior may pose a threat to the safety of school staff or students.  

Definitions 

¶ Aberrant behavior is that which is atypical for the person or situation and causes concern for the safety or well-being of 

those involved. Aberrant behavior for an individual involves actions, statements, communications or responses that are 

unusual for the person or situation; or actions which could lead to violence toward self or others; or are reasonably perceived 

as threatening or causing concern for the well-being of the person. These can include (but are not limited to): 

  Unusual withdrawal or isolation of subject from peers and family members 

  Sullen or depressed behavior from an otherwise friendly and positive person 

  Atypical or out-of-context outbursts of verbal or physical aggression  

  Increased levels of agitation, frustration, or anger 

  Confrontational, accusatory, or blaming behavior  

  An atypical interest in or increasing fascination with weapons or acts of violence and/or 

  Fixation on violence as means of addressing a grievance. 

¶ A threat is a concerning communication or behavior that indicates that an individual may pose a danger to the safety of 

school staff or students through acts of violence or other behavior that would cause harm to self or others. The threat may be 

expressed or communicated behaviorally, orally, visually, in writing, electronically, or through any other means; and is 

considered a threat regardless of whether it is observed by or communicated directly to the target of the threat or observed 

by or communicated to a third party; and regardless of whether the target of the threat is aware of the threat.  

¶ A direct threat is defined under law as one in which the person poses a significant risk to the health or safety of others that 

cannot be eliminated by a modification of policies, practices, or procedures, or by the provision of auxiliary aids or services. 

The direct threat standard applies when the threat assessment team or school administration determines that a subject poses a 

direct threat, and the administration also determines that applicable disciplinary procedures are not available or sufficient to 

mitigate the threat. If the administration makes such a determination, the school division is not required to permit the student 

to participate in or benefit from the services, programs, or activities of the division. A determination that a person with a 

disability poses a direct threat may not be based on generalizations or stereotypes about the effects of a particular disability 

and must be based on an individualized assessment, based on reasonable judgment relying on current medical evidence or on 

the best available objective evidence, to determine: the nature, duration, and severity of the risk; the probability that the 

potential injury will actually occur; and whether reasonable modifications of policies, practices, or procedures will mitigate 

the risk.  

¶ A threat assessment is a systematic, fact-based process emphasizing an appraisal of observed (or reasonably observable) 

behaviors to identify potentially disruptive, dangerous, or violent situations, to assess them, and to manage/address them. 

¶ To pose a threat means to have (or be in the process of obtaining) the intent and capability to cause harm to self or others 

through planning and preparation. 

¶ Protective factors are characteristics or resources that make it less likely that an individual will engage in violence.  

¶ Risk factors are characteristics that make it more likely that an individual may engage in violence. Risk factors are usually 

stable over time. 
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¶ Warning signs are characteristics or behaviors that are associated with a current or escalating risk of violence. These tend to 

be dynamic, acute, and often associated with new stresses, events, losses, or failures. 

Threat Assessment Team 

¶ The threat assessment team shall include persons with expertise in counseling (e.g., school counselor, school psychologist, 

school social worker), instruction (e.g., teacher or administrator with instructional experience), school administration (e.g., 

principal, assistant principal, or other senior administrator from the school(s) covered by the team); and law enforcement 

(e.g. school resource officer, local/state law enforcement officer appointed to serve on the team). Other school personnel 

(e.g., school safety staff, human resources staff, special education staff, school nurses) or staff from community resources 

may also serve as regular members on the team, or be consulted during the threat assessment and management process, as 

appropriate, and as determined by the team.  

Where resources allow, each core team member will have a designated back-up (from the same or similar area of expertise) 

to fulfill their duties in the event of their inability or absence. 

[Note: Ä 22.1-79.4.C., Code of Virginia, requires school threat assessment teams to include persons with expertise in 

counseling, instruction, school administration; and law enforcement. Human Resources is not one of the areas of expertise 

required (by statute) to be part of the threat assessment team. However, given that Virginia law requires schools to have 

processes for the assessment of and intervention with individuals (including staff) whose behavior may pose a threat to the 

safety of school staff or students, schools should consider involvement by human resource professionals when possible]. 

¶ School threat assessment teams should have a designated team leader, typically a principal or other administrator for the 

school(s) covered by the threat assessment team. 

¶ All members of the threat assessment team (core and backup members) will complete basic School Threat Assessment 

Training through DCJS or the equivalent. Team members should complete refresher training at least every three years and 

continuing education in threat assessment related topics through DCJS or their professional disciplines as resources allow. 

¶ Team members shall work collaboratively with each other, with other school staff, and (as appropriate) with community 

resources to support the purposes of the team and the safety of the school and its students and staff.  

¶ Unless it is not feasible to do so, all team members should be involved with the ongoing assessment and intervention of 

individuals whose behavior may pose a threat to the safety of school staff or students. Team members may participate in 

team discussions via phone or videoconference, if necessary.  

¶ Team members shall actively, lawfully, and ethically communicate with each other; with school administrators; and with 

other school staff who have a need to know particular information to support the safety and well-being of the school, 

students, and staff. Team members will communicate with local resources (e.g., staff of community services boards, law 

enforcement, social services, hospitals, etc.) based on the parties need to know, and to the extent allowed under law. 

¶ Regardless of threat assessment activities, disciplinary action and referral to law enforcement are to occur when required by 

school board policy or the Code of Virginia.  

¶ In fulfilling statutory responsibilities, school threat assessment teams shall:  

  Provide guidance to students, faculty, and staff regarding recognition of threatening or aberrant behavior that may 

represent a threat to the community, school, or self. This may be done by conducting training or awareness sessions, 

broadly disseminating relevant information (e.g., websites, social media, resource materials), and ensuring access to 

consultation with threat assessment teams,  

  Clearly identify members of the school community to whom threatening behavior should be reported and, 

  Implement school board policies in an effective manner for the assessment of and intervention with individuals whose 

behavior poses (or may pose) a threat to the safety of school staff or students, including (where appropriate) referrals to 

community services boards or health care providers for evaluation or treatment. (Ä 22.1-79.4, Code of Virginia), 

  Collect and report quantitative data on its activities to the DCJS Virginia Center for School and Campus Safety. 

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
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Oversight Committee 

¶ The superintendent may establish a school division-level oversight committee or team to oversee and provide support for 

school threat assessment teams.  

[Note: Ä 22.1-79.4.B., Code of Virginia, authorizes (but does not require) the superintendent of each school division to 

establish a committee charged with oversight of the threat assessment teams operating within the division, which may be an 

existing committee established by the division. If such a committee is established (or designated) with the purpose of 

oversight of the threat assessment team(s), it is required that the oversight committee include individuals with expertise in 

human resources, education, school administration, mental health, and law enforcement.]  

¶ The team shall include a senior division administrator (e.g., Assistant Superintendent for Administration) and senior division 

administrators in school safety, in student services, and in human resources, and will work in consultation with designated 

representatives of the (specify) community services board and (locality) police department (or sheriffôs office). 

¶ The school division level threat assessment team shall provide oversight to school level threat assessment teams; ensure that 

procedures are maintained for effective information sharing between the school division and community mental health and 

law enforcement agencies; assess the effectiveness of the threat assessment process throughout the school division; and 

recommend changes to policies and procedures, as needed, to ensure an effective threat assessment process reflecting known 

best practices.  

¶ The Oversight Committee may also serve as a division level threat assessment team for those cases that impact across the 

school division or where cases surpass the resources or abilities of school threat assessment teams. 

Procedures 

Sustain and Enhance a Safe, Positive, School Climate 

A critical aspect of preventing violence involves developing and sustaining positive school climates that are built on foundations 

of safety, respect, trust, care, and connectedness. Schools can build positive climates through a range of approaches including 

supporting and celebrating diversity, role-modeling and engaging in open communication between members of the school 

community, actively and timely addressing conflicts and working to resolve them, and addressing issues like bullying, bias, and 

harassment.   

¶ Encourage teachers and staff to build positive, healthy, and trusting relationships with students (and their families). 

Maintaining professional standards and boundaries with students is foundational to these efforts, and to ensure that 

relationships are healthy and developmentally appropriate.  

¶ Providing professional development and support for teachers and other school staff to enable them to meet the diverse 

cognitive, emotional, and social needs of students. 

¶ Encourage staff and students to notice and engage with others that seem withdrawn, isolated, or alienated or are otherwise 

struggling. 

¶ Encourage caring concern and break down ñcodes of silenceò by helping staff and students feel empowered to share 

concerns in a timely manner.  

¶ Help students feel more connected to their classmates and school community to foster a positive school climate. This can 

include identifying clubs or teams at school that students can join or encouraging students to develop their own group.  

¶ Utilize frameworks like school-wide Positive Behavioral Interventions and Supports (PBIS) that promote safe, supportive 

school climates by actively teaching students what appropriate behavior looks like in a variety of settings, and by focusing 

on recognizing and encouraging good behavior.  

Identifying and Reporting Threats 

When an individual engages in concerning, aberrant, or threatening behaviors that may pose a threat of violence or harm to self 

or others, the [School Division] Threat Assessment Procedures shall be followed. 

https://law.lis.virginia.gov/vacode/22.1-79.4/


Threat Assessment and Management in Virginia Schools: Model Policies, Procedures and Guidelines | Third Edition (2020) 

 

22 

¶ Incidents of concerning, aberrant, or threatening behaviors shall be reported to [Identify members of the school 

community to whom such threats should be reported].  

¶ The team should ensure that any reporting mechanisms used by the school (e.g., hotlines, tip lines, website, social media / 

mobile apps, etc.) are kept up to date, work consistently and are checked on a regular and timely basis. 

¶ Threats of self-harm or suicidal behavior by students, also require compliance with Ä 22.1-272.1, Code of Virginia, with 

guidance provided by the Virginia Department of Education regarding suicide prevention and intervention, and with 

applicable school board policies and regulations [cite Division Regulation #].  

¶ For any individual, when threats of self-harm are accompanied by threats to harm others, or the assessment indicates the 

existence of a threat to others, the threat assessment team shall be notified and take appropriate action to prevent acts of 

violence. The threat assessment team shall work collaboratively with other entities involved in the case. 

¶ All school division employees, volunteers, and contractors are required to report immediately to the designated school 

administrator any expression of intent to harm another person, concerning communications, or concerning behaviors that 

suggest an individual may intend to commit an act of violence, or otherwise be in need of intervention or assistance.  

¶ Anyone who believes that a person or situation poses an imminent threat of serious violence shall immediately notify law 

enforcement, school security, as well as school administration, in accordance with school board policies on Critical Incident 

Response [cite Division Regulation #].  

¶ In accordance with Ä 22.1-279.3:1, Code of Virginia certain types of threats require immediate notification to law 

enforcement. The principal or designee shall immediately report to the local law enforcement agency when any of the 

following acts, that may constitute a felony, occurs on a school bus, on school property, or at a school-sponsored activity: 

  the assault and battery that results in bodily injury, sexual assault, death, shooting, stabbing, cutting, or wounding of any 

person, abduction of any person, or stalking of any person  

  any conduct involving alcohol, marijuana, a controlled substance, imitation controlled substance, or an anabolic steroid, 

including the theft or attempted theft of student prescription medications  

  any threats against school personnel 

  the illegal carrying of a firearm  

  any illegal conduct involving firebombs, explosive materials or devices, or hoax explosive devices, explosive or 

incendiary devices, or chemical bombs  

  any threats or false threats to bomb, made against school personnel or involving school property or school buses.  

¶ The school administrator (principal or designee) shall also immediately report any act noted above that may constitute a 

felony offense to the parents and/or guardians of any minor student who is alleged to have committed the act and shall report 

that the incident has been reported to local law enforcement, as required by law. The school administrator shall inform the 

parents and/or guardians that they may contact local law enforcement for further information.  

¶ The school administrator may report any other criminal incidents (including misdemeanors) that occur on a school bus, on 

school property, or at a school-sponsored activity.  

Assessing Threats 

Triage 

¶ The threat assessment team leader may designate a subset of team members to triage cases reported to the team. This triage 

process serves to screen cases and determine their appropriateness for review and/or action by the full team. If the team 

chooses to implement a triage process, at least two members of the threat assessment team will review initial reports of 

concern. The triage team will consider the nature and level of concern, determine if existing resources and mechanisms are 

sufficient to address those concerns, or whether the full team should further assess and manage the situation, and initiate any 

crisis responses, as appropriate. To triage a prospective case as not necessary for further review or actions by the full threat 

assessment team, all members of the triage team must concur that there is no identifiable threat/concern, or that there is a 

https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-279.3:1/
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low level of concern regarding issues that are being adequately addressed. Where cases are triaged out, the full team (at the 

next meeting) will have opportunity to review cases that were triaged out and consider bringing them into the full process, if 

needed. 

¶ Upon notification of concerning, aberrant or threatening behavior or communications, the threat assessment team shall 

determine if an imminent threat appears to exist. If the individual appears to pose an imminent threat of serious violence, the 

team leader, school administrator (or designee) shall notify law enforcement and take appropriate steps in accordance with 

School Board policies on Critical Incident Response [cite Division Regulation #]. [Note: In accordance with Virginiaôs 

Crisis Management and Emergency Response Resource Guide school responses may include actions such as evacuation, 

lockdown, and shelter-in-place.] 

¶ If there is no reasonably apparent imminent threat present, or once such an imminent threat is contained, the threat 

assessment team leader shall ensure that the situation is screened/triaged to determine if the full threat assessment team 

needs to be involved. This triage should include (as necessary and appropriate):  

  Review of the reported concerning, aberrant or threatening behavior or communication 

  Review of school and other records for any prior history or interventions with the individual(s) involved 

  Conducting timely and thorough interviews of the person(s) who reported the threat, the recipient(s) or target(s) of the 

threat, other witnesses who have knowledge of the concerns, and where reasonable, the individual(s) who allegedly 

engaged in the threatening behavior or communication. The purpose of the interviews is to gain a holistic understanding 

of the situation, determine the nature and level of the concerns, to identify areas where more information may be 

needed, and to inform appropriate strategies or interventions to address any concerns identified.  

¶ If it is determined that there is no identifiable threat/concern or that there is a low level of concern (that is being adequately 

addressed) and the threat assessment team determines that no further assessment, intervention, or monitoring is required at 

this time: 

  The threat assessment team leader shall ensure that the incident and triage/screening is adequately documented via [cite 

School Division documentation source here]. The threat assessment team shall maintain the documentation in 

accordance with School Board policy. [NOTE: A sample Threat Assessment and Response Form is provided as part 

of this guidance document. The form is available on the DCJS website and may be adapted to meet the needs of the 

school].  

  If the individual (about whom the report was made) does not pose a threat but may benefit from, or is in need of some 

other type of assistance, the threat assessment team leader shall ensure that the individual is referred to the appropriate 

school or community-based resources.  

Assessment 

¶ If it cannot be determined with a reasonable degree of confidence that the case involves no identifiable threat or a low level 

of concern (that is being adequately addressed), then a more in-depth assessment is to be undertaken by the full threat 

assessment team to determine the nature and degree of any threat posed, and to develop strategies to prevent violence and 

reduce risk, as necessary. The assessment may include but not be limited to reviews of records; interview and consultation 

with staff, students or community who know the individual; and interviews of the individual and the target/recipient of the 

threat(s). 

¶ Based on information collected, the threat assessment team shall determine strategies to mitigate the threat and provide 

intervention and assistance to those involved, as needed. 

¶ Upon a preliminary determination that a student poses a threat of violence or physical harm to self or others, the threat 

assessment team shall immediately report its determination to the superintendent or designee. The superintendent or 

designee shall immediately attempt to notify the studentôs parent or legal guardian. (Ä 22.1-79.4.D., Code of Virginia and 

Ä 22.1-272.1, Code of Virginia). 

¶ Upon a preliminary determination (by the threat assessment team) that an individual: 1) poses a threat of violence to self or 

others or, 2) exhibits significantly disruptive behavior or, 3) has a need for assistance, members of the threat assessment 

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
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team may request and obtain (from within the Commonwealth of Virginia) criminal history record information (of adults and 

juveniles) and health records (see Ä 22.1-79.4).  

  No member of a threat assessment team shall re-disclose any criminal history record information or health information 

obtained pursuant to this section or otherwise use any record of an individual beyond the purpose for which such 

disclosure was made to the threat assessment team.  

  The threat assessment team may not maintain the criminal history record printed from the system access terminal, nor 

may they make copies of it.  

  Juvenile delinquency or criminal history information may not be placed in a studentôs central educational/scholastic 

record, unless the school is taking disciplinary action related to the incidents. School staff (including members of the 

threat assessment team) with a legitimate educational interest may store information about such incidents in records 

maintained by them and separate from the studentôs educational/scholastic record. 

¶ In instances where there is a moderate, high, or imminent level of concern, and that requires further intervention to prevent 

violence or serious harm, the school administrator shall notify the parent and/or guardian of any student who is the 

target/recipient of a threat as well as the parent and/or guardian of any student who engaged in threatening behaviors.  

Managing, Monitoring, and Resolving Cases 

¶ If it is determined that an individual poses a threat of violence, the threat assessment team shall develop, implement, and 

monitor an individualized plan to intervene with, address and reduce the threat. The threat assessment team shall maintain 

documentation in accordance with School Board policy.  

¶ The threat assessment team shall assist individual(s) within the school who engaged in concerning, aberrant or threatening 

behavior or communication, and any impacted staff or students, in accessing appropriate school and community-based 

resources for support and/or further intervention.  

¶ For each case, a member of the threat assessment team shall be designated as a case manager to monitor the status of the 

individual(s) of concern (in that case) and to notify the threat assessment team of any change in status, response to 

intervention/referrals, or additional information that would be cause for a re-assessment and changes in intervention 

strategies. Updates regarding the case are to be documented in accordance with School Board policy. These updates are to be 

submitted regularly (e.g., at least every 30 days) until the case is resolved and is no longer assessed to pose a threat to the 

school or its staff or students. [NOTE: A sample Threat Assessment and Management Form is provided as part of this 

guidance document. The form is available on the DCJS website and may be adapted to meet the needs of the school].  

¶ Resolution and closure of the case is to be documented in accordance with School Board policy.  

 

See also:  

ω Student Conduct Policies (specify those dealing with threat/intimidation) 

ω Suicide Prevention Policies and Procedures 

ω Critical Incident Response Policies and Procedures 

ω Ä 22.1-79.4, Code of Virginia  

ω Ä 22.1-272.1, Code of Virginia 

ω Suicide Prevention Guidelines, Virginia Department of Education 

  

https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/22.1-79.4/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
http://www.doe.virginia.gov/support/prevention/suicide/suicide-prevention-guidebook.pdf
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'ÕÉÄÅÌÉÎÅÓ ÆÏÒ 3ÃÈÏÏÌ 4ÈÒÅÁÔ !ÓÓÅÓÓÍÅÎÔ  
ÁÎÄ -ÁÎÁÇÅÍÅÎÔ  

These guidelines are consistent with the requirements of the Code of Virginia, as well as other Federal law and regulations (e.g. 

FERPA and HIPAA), and reflect contemporary and accepted standards of practice for threat assessment and management in 

educational and work settings. Such standards of practice include those listed in the Overview of the Model Policies, Procedures 

and Guidelines, such as: 

¶ Guide for Preventing and Responding to School Violence, 2nd edition 

¶ Enhancing School Safety Using A Threat Assessment Model: An Operational Guide for Preventing Targeted School 

Violence 

¶ Making Prevention a Reality: Identifying, Assessing, and Managing the Threat of Targeted Attacks  

¶ Workplace Violence Prevention and Intervention: American National Standard  

¶ International Handbook of Threat Assessment 

Virginia C.A.R.E.S. for School and Campus Safety 

Threat assessment and management in Virginia public educational settings is one component of the Virginia C.A.R.E.S. for 

Schools and Campuses program. The Virginia C.A.R.E.S. program was developed in 2016 to emphasize initiatives by the 

DCJS Virginia Center for School and Campus Safety to support schools and campuses in enhancing the safety and well-being of 

educational settings across the Commonwealth. The Virginia C.A.R.E.S. program recognizes that threat assessment and 

management processes are one part of a comprehensive and sustained approach to support and enhance the health, safety, and 

well-being of schools and campuses. School and campus safety (and well-being) are sustained and enhanced through: 

C:  Caring and connection to build a positive school/campus climate 

A:  Awareness of resources and reporting options 

R:  Recognition of, and response to, threatening, aberrant, or concerning behaviors. 

E:  Engagement with the community and with persons (within the school or campus) for whom there is concern. 

S:  Support for all members of the school/campus community. 

The threat assessment and management process is only one component of an overall strategy to reduce school violence and it is 

implemented within the larger context of strategies to ensure schools are healthy, safe, and secure environments. The primary 

objective of school violence-reduction strategies should be to create cultures and climates of safety, respect, and emotional 

support within the school, and where possible, in the broader community.  

Other school safety strategies that may be employed are:  

¶ Effective communication among and between school staff, students, and parents/guardians of students  

¶ School climate assessments 

¶ Emphasis on school connectedness, inclusion, and engagement 

¶ Physical security measures 

¶ Support for reporting concerns and bystander engagement  

¶ Bullying prevention and intervention 

¶ Fair and equitable approaches to discipline 

¶ School-based services for support, guidance, early identification, and intervention 

¶ Trauma informed approaches and programs, recognizing impact of adverse childhood experiences 

¶ School-law enforcement partnerships including school resource officers 

¶ Collaborative relationships with mental health, social services, and other community-based resources 

¶ Planning and preparation to prevent, prepare for, respond to, and recover from potential crises 

https://www.theiacp.org/sites/default/files/2018-08/schoolviolence2.pdf
https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view#:~:text=Making%20Prevention%20a%20Reality%3A%20Identifying%2C%20Assessing%2C%20and%20Managing%20the,prevent%20these%20types%20of%20incidents.


Threat Assessment and Management in Virginia Schools: Model Policies, Procedures and Guidelines | Third Edition (2020) 

 

26 

Overview of Threat Assessment and Management 

Key Findings About Targeted Violence 

These guidelines are informed by research about targeted violence occurring in, or related, to school settings. Such research 

includes, but is not limited to, Protecting Americaôs Schools: A U.S. Secret Service Analysis of Targeted School Violence (2019) 

and the FBIôs report, A Study of Pre-Attack Behaviors of Active Shooters in the United States Between 2000 and 2013 (2018). 

Among the key findings:  

¶ There is no one demographic profile of a perpetrator of targeted violence, nor is there a profile for the type of school 

that has been targeted.  

¶ In addition to students, others also engage in targeted violence in schools, including administrators, teachers, other staff, 

parent/guardians of students, contractors, people in relationships with staff or students, and even people with no 

connection with the school. 

¶ Incidents of targeted violence at schools/workplaces are rarely sudden or impulsive acts. Perpetrators engage in a 

process of considering, planning, and preparing for acts of targeted violence.  

¶ Perpetrators usually had multiple motives to act violently, the most common involving an unresolved grievance with a 

peer (co-worker or classmate). 

¶ Many perpetrators of major acts of violence had experienced psychological, behavioral, or developmental symptoms, 

but may not have been diagnosed with a mental health condition or benefited from adequate treatment.  

¶ Many perpetrators of major violence impacting schools were suicidal in addition to their violent acts toward others. 

¶ Suicidal behaviors are a significant and growing concern among school-age youth whether there is risk of violence to 

others or not. 

¶ Most individuals who perpetrated violence engaged in multiple behaviors prior to the incident that caused others to have 

serious concerns about their behavior and/or well-being. 

¶ Many individuals who perpetrated violence had multiple stressors, including significant difficulties with losses or 

failures.  

¶ Many student perpetrators had been victims of (or participated in) prior bullying, which was often observed by others. 

¶ Most individuals who perpetrated violence did not threaten their targets directly prior to engaging in violence, though 

many expressed their grievances, and aspects of their thoughts or plans to others, often through social media or online 

activities. 

¶ Prior to most incidents of targeted violence, other people knew about aspects of the individualôs ideas, plans or 

preparations to cause harm. 

¶ Many bystanders who had knowledge of concerning behaviors did not report them. 

¶ While most perpetrators act alone, in many cases, others (e.g., staff, students, peers, family members, etc.) were 

involved in some way, such as failing to report concerns (or take other steps) to prevent violence, encouraging violence, 

and even helping with plans or preparation for violence. 

Guiding Principles 

Research and practical experience have helped identify several principles that guide the threat assessment and management 

process. These include: 

Effective assessment is based upon observations of behavior rather than on general characteristics, traits, or profiles. 

Perpetrator ñprofilesò do not provide a reliable basis for making judgments of the threat posed by a particular individual. The 

threat assessment process examines the behavior of the subject in relation to the context, issues, challenges, and resources 

involved. This provides for an individualized, holistic, and contextually based assessment of and response to the situation. 

https://www.secretservice.gov/data/protection/ntac/usss-analysis-of-targeted-school-violence.pdf
https://www.fbi.gov/file-repository/pre-attack-behaviors-of-active-shooters-in-us-2000-2013.pdf/view
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Targeted violence is the result of an understandable and usually discernible process of thinking and behavior. 

Individuals who committed acts of targeted violence rarely ñjust snappedò. Instead, they engaged in a process of thought 

and behavior that escalated over days, weeks, months, and even years. That process is often referred to as ñThe Pathway to 

Violenceò and is represented in Figure 1. As with any model, the Pathway reflects a general process for understanding 

intentional actions. For a given person, the process is not necessarily as linear as the model depicts. Rather, the person may 

ebb and flow in their rate and direction of movement toward (or away from) violence, and cycle between phases of the 

process (e.g., from preparatory behaviors back to planning, then more preparation). As the subject exerts or demonstrates 

increased ñintensity of effortò around the ideation, planning and preparation, e.g., more attention, time, energy, resources, 

etc., there is greater risk for harm, and likely a greater impact on others. The steps along the pathway include: 

Figure 1: The Pathway to Violence 

GRIEVANCE:  A grievance may be a real or perceived 

sense of loss, mistreatment, or injustice, often fueling a 

feeling of being wronged. Most people will experience 

grievances through life and the vast majority do not 

engage in acts of violence. However, for those who do 

engage in targeted violence, grievances (or other 

motivations) are common precursors. 

IDEATION : Expressing thoughts or fantasies regarding 

the use of violence to address a real or perceived 

grievance. Note that many people have occasional or 

fleeting thoughts of violence in response to perceived 

grievances. Most do not act on those thoughts or move forward along the pathway. Therefore, knowledge that someone is 

thinking about violence does not confirm that a danger exists but should orient us to the possibility, and that the subject is 

struggling with a grievance of some sort. 

PLANNING : Giving thought and consideration not only to the idea and intent of committing violence, but also to the who, 

what, when, where and how of doing so. Expressions here may begin to reference timing, location, targets, means, methods, 

etc. The subject may seek out and gather information regarding their grievances, their targets, means of causing harm, 

equipment, etc. They may research other incidents of targeted violence to learn from other perpetrators. 

PREPARATION: Beyond just having or acquiring weapons, this stage involves attempts to prepare for the violence and to 

develop or acquire the capability to cause harm to the intended target(s)/victim(s). They obtain or try to obtain the means to 

fulfill their plans, which may be weapons, tools, clothing to match their fantasies/role-models, etc. As they move forward in 

planning and preparation, they may adjust plans as they encounter barriers or opportunities to the original ideation and plans. 

They may seek or take advantage of opportunities and circumstances that support their fantasy and plans. Finally, much of 

targeted violence (though not all) occurs in relative proximity to targets. Subjects may conduct surveillance or probe 

boundaries or security systems to see if they can access areas where they do not belong or get close to people in ways that are 

inappropriate or atypical.  

IMPLEMENTATION : The subject initiates the operationalized plan once reaching a point where they perceive themselves as 

capable of doing so. Capability is based on the subjectôs perceived skill (to cause harm) and their will to do so. 

As a subject moves along the Pathway to the right, and more of the steps are present, capability and risk for violence increases 

along the vertical dimension. The horizontal line at the bottom of the Pathway model represents time. As a subject moves to the 

right along the pathway, there is often an escalation in the rate of movement (i.e., a flurry of activity or energy burst), or changes 

in the frequency of behaviors causing concern (e.g., a number of concerns over time), or a sudden change in their patterns of 

behavior. Where a subject has caused numerous concerns over time and then suddenly there is no more information about 

concerns regarding the subject (i.e., they ñgo off the radarò), the team should check whether the concerning behavior has 

stopped, the subject has become more covert in their actions, or community members have stopped reporting concerns.  
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Research indicates that while targeted violence incidents are rarely spontaneous and impulsive, they can escalate rapidly from 

ideation through implementation. That is, the time span between the subjectôs decision to cause harm and the actual incident may 

be short. This may be expedited by a sense of desperation for resolution, lack of concern for consequences, or the influences of 

others encouraging escalation (e.g., through social media or direct communications). Consequently, when there are indications 

that a subject may pose a threat to the school community, threat assessment teams will need to move quickly to inquire about and 

intervene in that planning or preparation. 

The steps along this path indicate opportunities to observe, identify and intervene with threatening and/or aberrant behaviors that 

cause concern for violence by, or the well-being of, the individual. Frequently, information about an individualôs ideas, plans and 

preparations for violence can be observed before violence can occur. However, information is likely to be scattered and 

fragmented. For example, a teacher may see a certain set of behaviors of an individual in her class, a coach observes other 

behaviors or expressed thoughts by the individual, a school resource officer has other concerns, and a school administrator is 

aware of certain conduct violations. The challenge, and the key, is to act quickly upon initial reports of concern, gather other 

pieces of the puzzle, and assemble them to determine what picture emerges. 

Violence stems from an interaction among the Subject(s), Target(s), Environment/Systems and Precipitating Incidents. 

(STEP; Deisinger, 1996; Deisinger & Nolan, 2020). 

Identifying, assessing, and managing potential acts of violence or other harm requires a comprehensive and holistic perspective 

of the situation involving four key domains and their interaction. The team will consider four domains that impact the assessment 

and management of cases: 

S Is the Subject engaging in behavior(s) that may pose a threat of violence or harm to self or others, or significant 

disruption, or otherwise indicate a need for assistance or intervention? 

T  Are Targets/others vulnerable to harm, in need of or protective actions, impacted by the situation, or otherwise  

indicate a need for assistance or intervention? 

E Are there Environmental/systemic issues contributing to or impacting upon the situation? 

P Are there reasonably foreseeable Precipitating events that may impact the situation? 

+  Are there actions the threat assessment team can facilitate (to address any concerns noted), beyond those  

already being effectively done?  

Source: Deisinger (1996); Deisinger, et al (2020) 

Violence is a dynamic process. 

No one is either always dangerous or never dangerous. The level of concern depends on the totality of the situation. An 

assessment is only as good as the quality of information on which it was based and at the time that it was made. The dynamics 

of the case can and will change as the team engages in interventions, as subjects, targets and others interact, and as other life 

circumstances (including those outside the control of the team) impact on the case and the level of danger and concern posed. 

Threat assessment and management involves ongoing review, re-assessment, and modification of intervention strategies through 

the point at which the case is adequately resolved. 

Threat assessment is about prevention, not prediction. 

The team is not trying to predict whether a subject is a ñviolent person.ò Instead, the team is trying to determine under what 

circumstances this subject might become violent or engage in other harmful or significantly disruptive behaviors, what the 

impact of the situation is upon others (even when a subject poses no identifiable threat), what environmental/systemic factors 

may be contributing to the situation, and whether there are any precipitating events on the foreseeable horizon. That 

comprehensive perspective helps prevent violence and assist those in need, even if they were never going to be violent. 
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Social media and online activity are critical considerations in many cases. 

Use of social media and web-based communications are ubiquitous in our society. Subjects of concern, and those concerned 

about those subjects, often use social media to express such concerns. For those who may pose a threat, their expressions of 

grievances, violent intent, planning and preparation, can often be observed in online activities.  

A central question in a threat assessment inquiry is whether a subject poses a threat (i.e., is building the capability to 

cause harm), not just whether the subject has made a threat (directly expressed intent to harm). 

Research on serious targeted violence in schools and workplaces has found that few perpetrators directly communicated a threat 

to their target before the violence, especially when there was no prior intimate relationship between the perpetrator and target. In 

most incidents of targeted violence, perpetrators did not directly threaten their targets, but they did communicate their intent 

and/or plans to others before the violence. This indirect expression or third-party communication of intent to cause harm is often 

referred to as ñleakageò. Individuals who are found to pose threats (i.e., developed the capacity and engaged in violence) 

frequently do not make threats to their targets. The absence of a directly communicated threat should not, by itself, cause a team 

to conclude that a subject does not pose a threat or danger to self or others. 

The relationship between mental illness and violence is complex. 

Most persons living with mental illness will not be violent toward others. Most people who are violent are not mentally ill. The 

presence of serious mental illness increases general risk of violence, but it is still not the major factor that it is perceived to be 

and is almost never the sole or primary explanation for a violent act. Other risk factors such as having a history of violence, 

childhood exposure to violence, or substance abuse or dependence, have more significant correlations with violence overall. 

When considering targeted violence, substantially higher rates of severe mental illness have been observed among adult mass 

murderers, public figure attackers, and lone actor terrorists than in the general population. However, even for many of these, 

having a mental illness was less of a factor for violence risk than was the cessation or lack of adequate treatment for the illness. 

For threat assessors dealing with a subject of concern, the symptoms and behaviors associated with the subjectôs mental illness 

(versus the diagnosis) can be significant factors impacting a case.  

An inquisitive, objective, and diligent mindset is critical to successful threat assessment and management. 

Those who carry out threat assessments must strive to be thorough, diligent, accurate and fair, continuing throughout the 

assessment process both to gather pieces of information and to fit the pieces into a larger picture and to gain understanding of the 

context and situation. One hallmark of a good inquiry or investigation is corroboration or fact-checking. Where possible, it is 

important to see where information from one source is confirmed information from another source.  

A collaborative and coordinated approach between systems within the school and the community are critical for an 

effective threat assessment and management processes. 

Effective working relationships and collaborations with services and programs both within the school (e.g., school-based mental 

health professionals, administrators, disciplinary officers, human resources, etc.,) and in the broader community (e.g., mental 

health, juvenile justice, child welfare, law enforcement) are critical to identifying, assessing, and managing individuals who may 

be on a path to carrying out an act of targeted violence.  

Essential Elements of an Effective Threat Assessment and Management Process 

Research and practice have shown that, to establish and sustain an effective behavioral threat assessment and management 

process, organizations must have a systematic process that: 

¶ Utilizes an effective and relevant multi-disciplinary approach that enhances the teamôs ability to address all threats 

¶ Enables community engagement and centralized awareness of developing concerns through an active outreach program  

¶ Conducts a thorough holistic and contextual assessment of the situation (e.g., using the STEP framework) 

¶ Implements proactive and integrated case management strategies (e.g., using the STEP framework) 

¶ Monitors and re-assesses case on a longitudinal basis  



Threat Assessment and Management in Virginia Schools: Model Policies, Procedures and Guidelines | Third Edition (2020) 

 

30 

¶ Conducts all practices in accordance with relevant laws, policies, and standards of practice 

¶ Sustains a focus on continuous improvement of the process and adapts to challenges and changing needs. 

Source: Deisinger & Nolan (2020) 

Building a Systematic Process 

An effective threat assessment and management program involves a systematic process emphasizing early identification of 

situations that may pose a threat of violence or harm or indicate a need for intervention and support. The process utilizes a 

comprehensive approach to understanding and assessing the situation, and a holistic, collaborative approach to managing the 

concerns identified. There are four key steps in the threat assessment and management process: 

¶ Identify subject(s)/situation(s) whose behavior or impact is concerning, aberrant, or threatening. Most cases originate 

from information and observations that are provided to the threat assessment team by concerned members of the 

community. The team may also monitor for and identify patterns of behavior that may indicate a threat or concern that 

has not yet been reported by persons outside the team. 

¶ Inquire and gather additional relevant information about the subject/situation that is reasonably, lawfully, and ethically 

available to the team. Beyond the initial report, the team considers what else, if anything, may be known about the 

situation or those involved. The focus of the threat assessment inquiry is not primarily to ñprove a caseò, but rather, to 

understand the situation and how best to address any related concerns. Some threat assessment cases may also involve 

an administrative or law enforcement investigation to determine if a policy or criminal violation has occurred.  

¶ Assess the case comprehensively, considering the totality of information that is reasonably, lawfully, and ethically 

available and make an assessment of the situation, determine what conclusions can be reasonably drawn, and identify 

what other information may be needed to help the team better understand and manage the case.  

¶ Manage the needs of the case. Develop, implement, monitor, and adjust strategies to manage the situation ï to prevent 

violence and other harm where possible, to reduce/mitigate impact of the situation, to address unmet needs of persons 

involved, to minimize the future impact of any contributing factors that may stem from the school environment or 

systems, and to consider contingencies for reasonably foreseeable events that may impact upon the case. 

See the Threat Assessment and Management Process Flowchart provided in the Resource section for an example of a systematic 

process for facilitating identification, inquiry, assessment, and management of a case. 

The Goal of Threat Assessment and Management Programs 

The primary goal of the threat assessment and management process is to support and enhance the health, safety, and well-being 

of the school community. All that a team may do during a case is done in service of the health, safety, and well-being for all 

involved, including (but not solely for) the subject of concern.  

It is important not to confuse tactics or tools (e.g., counseling, support, discipline, prosecution, dismissal, etc.) with goals or 

desired outcomes (i.e., enhance the safety and well-being of the situation). So, when we hear ourselves saying that ñOur goal is 

to get the subject to counselingò, we catch ourselves and re-focus on ñOur goal is to improve the safety and well-being of the 

situation. Now, what tools or resources may help us? How will a referral to counseling help us move toward that goal? If 

counseling is not sufficient in this case, what are other approaches that may work? What do we do if those do not appear to be 

working? In addition to intervening with the subject, what can we do to enhance the safety of others?ò 
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Threat assessment and management is not approached as an adversarial or punitive process and should not be equated with 

disciplinary processes. Rather, threat assessment and management is a helping process and is most effective when it is not 

framed or approached as adversarial. Many subjects of concern are seeking to be heard and understood in their grievances. While 

some of the ways the subject may be trying to address a grievance may be inappropriate or threatening (and need to be 

addressed), some of the grievances may be legitimate or may help us understand environmental or systemic issues (such as 

bullying, harassment, or bias) that are fueling grievances. We use a holistic approach to understand identified concerns, but also 

(where possible) the underlying factors that are causing or contributing to the concerns.  

Enhancing Communication, Collaboration and Coordination 

An effective threat assessment and management process relies on, and in-turn, supports and enhances communication, 

collaboration, and coordination of efforts within the school, and between the school and the community. These involve: 

ω Communication in lawful, ethical, and effective manner and in all directions including: 

  To the threat assessment team regarding reports and assistance from the community  

  Within and between the members of the threat assessment team(s), and 

  From the threat assessment team to community members (e.g., school administration, law enforcement, staff, 

students, parents/guardians, etc.) based on a legitimate need to know the information to support the health, safety 

and well-being of the school community. 

ω Collaboration: A shared sense of commitment and responsibility to work cooperatively to support the health, safety, and 

well-being of the school community. 

ω Coordination: Engaging in planned and coordinated efforts, both within team and with other school and community 

partners proactively, preventively, responsively, and reasonably to support the health, safety, and well-being of the 

school community. 

Schools typically have a range of multi-disciplinary processes that may be established to address different, but often overlapping 

concerns. These may include, but are not limited to: 

ω Bias and harassment prevention and response 

ω Bullying prevention and response 

ω Multi-Tiered Systems of Support (MTSS) 

ω Positive Behavior Interventions and Support (PBIS) 

ω Student Assistance Program (SAP) 

ω Staff Assistance Program 

ω Special education programs 

ω School climate initiatives  

ω Suicide prevention and crisis response 

ω Title IX compliance  

ω Sexual violence prevention and response 

ω Trauma-informed approaches 

School administration and threat assessment team members must work diligently to ensure there are adequate processes for 

effective communication, collaboration, and coordination of efforts when cases cross areas of responsibility. This is critical to 

ensure that issues do not ñfall between the cracksò, and that resources are managed effectively and not duplicated unnecessarily. 

There are also challenges and opportunities in sustaining effective communication, collaboration and coordination with processes 

that exist outside of the school, or that may work within the school to assist schools (e.g. SROs, community mental health 

professionals providing services or supporting processes within schools, etc.). Effective teams work to identify key partnerships 

and continuously work to establish, sustain, and enhance working relationships between the school and those entities. This may 

include a variety of activities including: 

¶ Establishing memoranda of agreement for collaborative services or referrals 

¶ Liaisons with community threat assessment processes 

¶ Liaisons with community crisis outreach/response services (e.g., CIT or Mobile Crisis Response Team, etc.) 

¶ Creating and updating contact lists for local/regional resources 
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¶ Establishing and sustaining relationships with key personnel through regular contact 

¶ Establishing or serving on community tasks forces to address challenges facing the community, including the school. 

Teams that engage in proactive efforts to sustain relationships through ongoing communication, collaboration and coordination 

are better prepared to deal with the range of threats they may face. 

Threat Assessment Teams to Address All Threats  

Virginia law requires, and professional standards of practice recommend, the use of multi-disciplinary approaches to threat 

assessment and management to enhance the schoolôs ability to identify, assess and manage all threats that may be posed. 

Multi-Disciplinary Threat Assessment Team 

A well-developed multi-disciplinary approach helps maximize the knowledge, skills, abilities, and resources to address concerns 

and to enhance the teamôs ability to identify, inquire, assess, and manage cases.  

Core Team Membership 

Key membership for Threat Assessment Teams typically involves people with expertise in school administration, counseling, 

instruction, and law enforcement. Following are examples of roles within schools that typically reflect the relevant expertise 

required and common roles for those members as part of the Threat Assessment Team: 

School Administration (e.g., principal, or assistant principal) 

¶ Typically leads or chairs the team and facilitates the process 

¶ Appoints members of the team and back-ups 

¶ Consults with team members to determine when threat assessment is necessary 

¶ Ensures integrity and diligence of the process 

¶ Ensures that the intervention/safety plan is followed 

¶ Ensures compliance with relevant laws, regulations, standards of practice and memoranda of agreement 

Counseling (e.g., school counselor, psychologist, social worker) 

¶ Assists in conducting interviews with subject, targets, witnesses, etc. 

¶ Assists in reviewing information, including educational records, medical information, mental health evaluations, etc. 

¶ Provide perspectives about motivations for violence or any impact of trauma, emotional distress, or psychological, 

behavioral, or cognitive issues that may impact risk or response to intervention 

¶ Evaluates the need for additional assessment (e.g. mental health assessment, special education evaluation, disability, 

violence risk, fitness for duty) 

¶ Facilitates involvement of counseling/mental resources within school as well as community resources 

¶ Helps develop and implement management, intervention, and monitoring plans 

Instruction (e.g., teacher, special education professional) 

¶ Assists in conducting interviews with subject, targets, parents, teachers, and other students 

¶ Liaison and support with teachers, coaches, parents 

¶ Assists in gathering and assessing information for review (e.g. classroom behavior, performance, challenges) 

¶ Guides and supports classroom management, peer support of staff 

Law enforcement  

¶ Takes necessary steps to ensure safety and security 

¶ Assists in conducting interviews with subject, targets, parents, teachers, and other students as appropriate and lawful 

¶ Determines if legal action is necessary 
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¶ Facilitates appropriate follow-up activities in the community 

¶ Serves as a liaison with law enforcement, probation/parole, juvenile justice, etc. as needed 

¶ Assists in gathering information (e.g. law enforcement records or contacts) 

Other considerations for membership include persons with expertise in: 

¶ Human Resources (advise on personnel policy, practices, and resources such as Employee Assistance Programs) 

¶ Special Education staff (assess for impact of any disability upon behavior, design accommodations or modifications to 

help address behavior, develop/update individual education program (IEP) or behavioral intervention plans) 

¶ Legal Counsel (to advise on legal standards, liability concerns, compliance with law, regulations, and policy) 

¶ Ad hoc members (to help team engage more effectively with underserved communities, or to minimize gaps in 

awareness or reporting, or who have special expertise to help the team deal with an issue) 

¶ Key Gatekeepers, i.e., someone from the school, (e.g., teacher, counselor, coach, nurse, other school employee) or 

community (e.g., probation officer, clergy member, social service worker) who may have a strong connection with 

subject (or target), or have special expertise to help the team deal with an issue.  

Designated team leader 

Each team should have a designated leader to facilitate the team process and ensure compliance with legal requirements and 

standards of practice. This is typically a school administrator with oversight of the threat assessment team process for the 

school(s) covered by the team but may be any staff member with the requisite leadership skills, appointed by school 

administration. 

Back-up members 

Schools should (as resources allow) identify back-up or secondary team members to fulfill responsibilities if the primary team 

member is not available. Ideally, each core member would have at least one back-up, typically from the same area of expertise. 

Note that back-up members must have adequate training and support to be prepared to fulfill their roles when needed. 

Roles for all team members: 

¶ Identify members of the organization to whom threatening behavior should be reported 

¶ Provide guidance to staff regarding recognition and reporting of threatening or aberrant behavior 

¶ Ensure communication, collaboration and coordination with other relevant resources and processes  

¶ Provide notifications as required under law or per the needs of a case 

¶ Respect confidentiality and privacy of the threat assessment process 

¶ Comply with relevant laws, regulations, policies, procedures, and guidelines 

Upon appointment to the team, each team member should consider the following questions to facilitate review of records that 

may be relevant to the threat assessment process, and to determine when, how, and with whom that information can be shared: 

¶ In your day to day role, what information sources can you access lawfully and ethically? 

¶ Can you share that information with other team members? 

¶ Are there any conditions that limit information sharing from your information source, or conversely, that require you to 

share information? If so,  

  What are those conditions?  

  What are the thresholds that impact when and to whom you can share information? 
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Supplemental Resources: 

Finally, the team should consider having (or having access to) external consultants as needed. This would include: 

¶ A threat management specialist who has the relevant education, training, and experience to assist with the inquiry, 

assessment and management of challenging cases; to coach and ensure consistency of process; to assist with continual 

improvement of the process; and to sustain training of team members. 

  This level of expertise is most often established at the division level as part of the Oversight Committee. 

  As funds allow, the DCJS Virginia Center for School and Campus Safety provides technical assistance regarding 

development of school threat assessment processes and consultation regarding cases. Schools wishing to request 

technical assistance can access a request form on VCSCS website. 

  The Virginia State Police and Virginia Fusion Center have implemented threat assessment resources to better 

support localities in identifying, assessing, and managing potential threats. Especially in cases where there is 

potential criminal behavior, the Fusion Center may be able to supplement searches regarding online activity or 

other history.  

¶ An independent medical/psychological evaluator (IME), who has the relevant education, training, and experience to 

conduct clinical violence risk assessments when necessary. It is best to have a pre-established relationship with at least 

one, and preferably two, qualified evaluators. Having a pre-established relationship allows better opportunity to vet 

potential providers (to ensure their competence and experience), to enhance availability when needed, to minimize 

conflicts of interest, to understand costs and process for assessments, and for them to understand the needs and 

resources of the school. 

Maximizing Effectiveness of the Team 

Team membership should not be viewed only in terms of what positions or offices are represented on the team. Team 

membership can also factor in which types of individuals may be best suited to serve on a group like this. In choosing team 

members, it can help team functioning to have the following skills and attributes in those who make up the team: 

¶ People who are passionate about the goals of the team ï who believe prevention is possible 

¶ People who are familiar with (and trained in) threat assessment principles and practices 

¶ People who are inquisitive and can have a skeptical mindset for work on the team  

¶ People who exercise good sense of judgment, and who are objective and thorough 

¶ People who relate well with others and can work well in a group 

¶ A team chair or leader who can effectively lead team discussion ï and keep the team on track, and 

¶ People who can advocate for necessary resources ï for the team and for individuals of concern. 

Key Dynamics of Successful Multi-Disciplinary Teams 

Research across several organizations has identified common factors related to the success of multi-disciplinary 

problem-solving teams.  While little of that research has directly involved Threat Assessment Teams, the lessons 

learned are important for consideration.  For example, Google did an exhaustive analysis of many of its teams and 

found that team success was largely unrelated to the technical skill of the team members.  Rather, the teamôs 

success was driven more by dynamics related to interpersonal communication and collaboration.  The 5 key 

dynamics related to team success were: 

Psychological Safety: Able to take risks in discussion of issues without feeling insecure or embarrassed. 

Dependability: Can count on each other to do high quality work on time. 

Structure & Clarity: Clear about our goals, roles, and plans. 

Meaning of Work: Working on something that is personally important 

Impact of Work: Fundamentally believe that the work matters. 

Source: Rozovsky, J. (2015). The five keys to a successful Google team. 
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Other Resources and Approaches to Increase Effectiveness 

Teams should work proactively to develop, research, implement, and enhance other resources that can help the process work 

more effectively. Considerations include: 

¶ Identify and list local resources (school-based and community-based): community mental health services, child 

protective services, law enforcement crisis response units, emergency psychiatric screening services, etc. 

¶ Establish liaisons with resources and secure access (including after-hours): Build relationships and communication with 

resources. 

¶ Develop relationships with other school districts: Be familiar with what other regional school districts do for their threat 

management programs. The teamôs next case may be the last one for another school district! 

¶ Identify state-level resources: Guidance and technical assistance from state board of education, school board 

association, union, state center for school safety, law enforcement fusion center, etc. 

¶ Identify potential subject matter expertise: What resources does the team have access to regarding implications when 

disabilities are present, independent violent risk assessments, tracking social media threats, etc. 

¶ Access to informed/relevant legal counsel input (e.g., on questions such as FERPA exceptions, compliance with legal 

requirements). 

Developing a Process to Address All Threats 

Subjects who may pose a threat 

A school must establish a multi-disciplinary threat assessment team process that enhances the schoolôs ability to identify, inquire, 

assess, and manage a range of threats that may be posed to the school community. While current students are the largest 

constituency served by a school and will likely represent most threats faced by a school, the range of subjects who may pose a 

threat is much broader and includes: 

¶ Students: current and former (and potentially prospective) 

¶ Employees: current and former (and potentially prospective) 

¶ Parents, guardians, or other family members of students 

¶ Persons who are (or have been) in relationships with staff or students 

¶ Contractors, vendors, or other visitors  

¶ Persons unaffiliated with the school 

Teams should develop processes to facilitate identification and reporting of concerns regarding any subjects who may pose a 

threat to the school, its staff, or students. The team must also be prepared to adequately assess and (to the extent reasonable) 

manage the risk posed by the full range of potential subjects of concern. This includes procedures for referrals to relevant 

community services not only for students, but for staff, parents, or others with whom the team may intervene. 

Considering the Range of Threats Posed 

Mass violence impacting schools. Mass violence, especially shootings, impacting schools has been an increasing concern over 

the past several years. While such mass attacks do occur, they are still (thankfully) quite rare. Even though they are not 

statistically likely, when they do occur, they can have a catastrophic impact. In addition, staff, students, and parents sometimes 

perceive the risk as more likely than it is, which impacts their perceptions and experiences regarding the safety of the school and 

the responsivity of school administration. Schools must develop and utilize systematic processes that consider and assess the risk 

for such eventualities and be prepared to manage them to the extent possible. 

Individual violence impacting schools. Most cases faced by school threat assessment teams will not often involve concerns 

about mass attacks. Instead, cases will typically involve individuals who are struggling with real and perceived grievances and 

other life stresses, have few or compromised coping skills, and will be engaging in behavior that is disconcerting or threatening 

to a relatively small number of staff or students. Team members should be familiar with risk factors, protective factors and 

warning signs for individuals who may pose a threat of violence or harm to self or others. Following are several examples of 

types of threats that may be posed. 
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Bullying: Under Virginia law (Ä 22.1-276.01) ñBullyingò means any aggressive and unwanted behavior that is intended to harm, 

intimidate, or humiliate the victim; involves a real or perceived power imbalance between the aggressor or aggressors and 

victim; and is repeated over time or causes severe emotional trauma. ñBullyingò includes cyber bullying. ñBullyingò does not 

include ordinary teasing, horseplay, argument, or peer conflict. Key elements of bullying behavior include: 

ω Unwanted and aggressive behavior intended to: 

  Harm 

  Intimidate or 

  Humiliate 

¶ A real or perceived imbalance of power between the subject(s) doing the bullying and the person(s) being bullied 

¶ Repeated behavior over time or causes emotional trauma 

In 2017, about 20 % of students ages 12ï18 reported being bullied at school and 16% said they were cyber bullied during the 

school year. According to the Centers for Disease Control (CDC), involvement in bullying, along with other risk factors, 

increases the chance that a young person will engage in suicide-related behaviors compared to students who do not have any 

involvement in bullying. Note that this includes students who are being bullied as well as those perpetrating the bullying 

behavior. 

Potential indicators of bullying: 

¶ Physical signs like torn, damaged, or soiled clothing; unexplained cuts, bruises, and scratches; missing or damaged 

items like books or homework without a credible explanation 

¶ Social isolation, sudden loss of friends, or avoidance of social situations 

¶ Frequent headaches, stomach aches, feeling sick, or faking illness  

¶ Changes in eating habits, difficulty sleeping, frequent nightmares 

¶ Declining grades, loss of interest in schoolwork, or not wanting to go to school 

¶ Feelings of helplessness or decreased self-esteem  

¶ Self-destructive behaviors or talking about suicide 

Barriers to seeking help among persons being bullied: 

¶ Might feel helpless, weak, or fear being seen as a snitch or tattletale 

¶ Fear of backlash or more bullying 

¶ Feel humiliated and not want adults or others to know 

¶ Feel socially isolated  

¶ Fear being rejected by peers and losing support 

Material adapted from National Center on Safe Supportive Learning Environments Understanding and Intervening in Bullying 

Behavior. 

Dating violence sexual assault: Domestic, dating, or intimate-partner violence are significant issues impacting schools and 

workplaces. Overall rates of violence at work have decreased steadily for the past 20 years. However, incidents of 

domestic/relational violence coming into the workplace and/or school have not decreased in the same way and for some 

organizations, have increased over the past few years. Threat assessment team members should understand foundational issues 

related to violence risk in such cases, especially the importance of recognizing the significance of attempted strangulation, as a 

risk factor for continued violence including homicide.  

Dating violence and sexual assault disproportionately affect teens and young adults. Hundreds of thousands of young people are 

experiencing dating abuse, sexual assault, and stalking every year. Among adult victims of rape, physical violence, and/or 

stalking by an intimate partner, 22% of women and 15% of men first experienced some form of partner violence between 11 and 

https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-276.01/
https://safesupportivelearning.ed.gov/sites/default/files/NCSSLE-Safe-Respectful%20Mod-1-SlfStdy-508_0.pdf
https://safesupportivelearning.ed.gov/sites/default/files/NCSSLE-Safe-Respectful%20Mod-1-SlfStdy-508_0.pdf
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17 years of age (National Center for Injury Prevention and Control Division of Violence Prevention). The 2017 Youth Risk 

Behavior Surveillance Systems (YRBSS) conducted by the Centers for Disease Control found that 8% of high school students 

had experienced physical violence by someone they were dating and 7% of students had experienced sexual violence, including 

non-consensual sex. There is significant diversity in youth dating abuse victims including lesbian, gay, bisexual, transgender, 

queer/questioning (LGBTQ) individuals, immigrants, those with limited English proficiency, and those whose religious or 

cultural values may limit disclosure (of the abuse) to others. The Youth Risk Behavior Surveys show that sexual minority 

students experience higher risk for violent victimization. The Youth Risk Behavior Survey defines sexual minority youth (SMY) 

are those who identify as lesbian, gay, or bisexual (LGB); who are not sure of their sexual identity; or who have sexual contact 

with persons of the same or both sexes 

In February 2020, the U.S. Secretary of Education emphasized the need for schools to comply with obligations under Title IX to 

address issues of sexual discrimination including harassment and sexual violence (e.g., domestic/dating violence, sexual assault, 

stalking). Schools may face increased scrutiny and compliance reviews regarding their handling of incidents of sexual violence 

and misconduct, including circumstances where schools are perceived as not effectively resolving concerns about staff who 

engage in sexual misconduct. 

Teen dating violence has significant effects on physical health, mental health, and educational outcomes. Youth victims of dating 

violence are more likely to experience depression and anxiety symptoms, engage in unhealthy behaviors like using tobacco, 

drugs, and alcohol, exhibit antisocial behaviors, and more frequently express thoughts of self-harm or suicide. 

Threat assessment teams should also be aware of and consider research regarding teen dating violence when assessing and 

managing cases. Following is a snapshot of some key findings: 

¶ A survey of U.S. high school students suggests that 1 in 5 female students and 1 in 10 male students who date have 

experienced some form of physical and/or sexual teen dating violence during the past 12 months (Vagi, et al, 2015).  

¶ Emotional/psychological violence is the most common type of dating violence. Numbers range depending on the survey 

and type of population surveyed (e.g. just girls or just boys), but about a third to three quarters of youth who date report 

perpetrating this type of violence against a dating partner at least once (Niolon et al, 2015).  

¶ Sexual dating violence is often reported to authorities at lower rates than other types of violence (Miller et all, 2015).  

¶ Teen girls who experienced recent dating violence were 60% more likely to report at least one suicide attempt in the 

past year than those who did not experience recent dating violence (Olshen et al, 2007). 

¶ Female students who experienced both physical and sexual dating violence were twice as likely to attempt suicide as 

students who reported experiencing one type of violence. Male victims of both types of violence were about 3 times as 

likely to attempt suicide as male students who experienced one form of victimization (Vagi, et al, 2015). 

Stalking: Stalking is a pattern of behavior directed at a specific person that would cause a reasonable person to feel fear. One in 

six women, and one in 17 men will be stalked in their lifetime. Data are scarce regarding stalking by youth, but some research 

has found that 5% of high school students had stalked someone in the prior year. Stalkers use many strategies to stalk their 

victims. The acronym S-L-I-I (Logan & Walker, 2017) can help teams consider the range of a stalkerôs behavior and its impact: 

ω Surveillance: How is the stalker tracking or monitoring the victim? 

ω Life invasion: How has the stalker invaded the victimôs life? 

ω Interference: What has the victim lost and/or what is s/he afraid of losing because of the stalker? 

ω Intimidation: How has the stalker intimidated or threatened the victim? 

Ybarra, et al (2016) collected data regarding stalking-like behaviors of adolescents. These included: 

ω Hyper-intimacy: Tried to get someoneôs attention by doing something ñover the topò 

ω Intrusive Pursuit: Tried to ñtalkò with someone when it seemed like they did not want you to 

ω Following: Followed or spied on someone without them knowing 
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ω Aggression: Damaged or destroyed someoneôs things that they loved 

ω Threats: Threatened to hurt someone or yourself if they did not pay attention to you 

ω Surveillance: Downloaded a GPS or tracking program to their cell phone without them knowing 

Over a third of youth have engaged in at least one of these behaviors. One in six said they have done two or more in their 

lifetime. Among those who have acted out these behaviors, 12% did it to more than one person in the past year. The six types of 

behavior are listed in their relative frequency with the most common being hyper-intimacy. Of particular note, female youth 

reported engaging in these behaviors at rates similar to males. 

Stalking is a major predictor of lethality in cases of intimate partner violence with as many as three-quarters of femicide victims 

murdered by intimate partners being stalked prior to being killed. Yet, very few stalkers are charged, arrested, or prosecuted. 

Human Trafficking: Human trafficking involves the use of force, fraud, or coercion to exploit a person for labor or commercial 

sex. Any minor (i.e., under the age of 18) who is induced to perform a commercial sex act is a victim of human trafficking 

according to U.S. law, regardless of whether there is force, fraud, or coercion. Every year, millions of men, women, and children 

are trafficked in countries around the world ï including the United States. Many of these victims are lured with false promises of 

financial or emotional security; and they are forced or coerced into commercial sex (prostitution), domestic servitude, or other 

types of forced labor. Increasingly, criminal organizations such as gangs are luring children from local schools into commercial 

sexual exploitation or trafficking. Human trafficking can involve school-age youths, particularly those made vulnerable by 

unstable family situations, or who have little or no social support. The children at risk are not just high school students ï studies 

show that the average age a child is trafficked into the commercial sex trade is between 11 and 14 years old. Traffickers may 

target young victims through social media websites, and after-school programs, or through other students who are used by the 

traffickers to recruit other victims.  

How Do I Identify Human Trafficking?  

Threat assessment team members should be familiar with potential indicators of human trafficking. While no single indicator is 

necessarily proof of human trafficking, recognizing the signs is the first step in identifying and helping potential victims.  

ω Unexplained absences from school, or not attending school regularly  

ω Sudden changes to usual attire, behavior, or relationships  

ω Suddenly has more (and/or more expensive) material possessions  

ω Chronically run away from home  

ω Act fearful, anxious, depressed, submissive, tense, or nervous and paranoid  

ω Defer to another person to speak for him or her, especially during interactions with school authority figures (this may 

include an adult described by the student as a relative, but also may be a friend or boyfriend/girlfriend)  

ω Show signs of physical and/or sexual abuse, physical restraint, confinement, or other serious pain or suffering  

ω Appear to have been deprived of food, water, sleep, medical care, or other life necessities 

ω Possess their own identification documents (e.g., student identification card, driverôs license, or passport), vs someone 

else having control of them 

ω Presence of a ñboyfriendò or ñgirlfriendò who is noticeably older  

ω Engaging in uncharacteristically promiscuous behavior, or making references to sexual situations or terminology that 

are beyond age-specific norms 

ω Appear to be restricted from contacting family, friends, or his or her legal guardian 

Adapted from: U.S. Department of Education and U.S. Department of Homeland Security.  

Human trafficking 101 for school administrators and staff. www2.ed.gov/about/offices/list/oese/oshs/humantraffickin101-

schladmin.pdf?utm_source=FindYouthInfo.gov&utm_medium=Federal-Links&utm_campaign=Reports-and-Resources 

https://www2.ed.gov/about/offices/list/oese/oshs/humantraffickin101-schladmin.pdf?utm_source=FindYouthInfo.gov&utm_medium=Federal-Links&utm_campaign=Reports-and-Resources
https://www2.ed.gov/about/offices/list/oese/oshs/humantraffickin101-schladmin.pdf?utm_source=FindYouthInfo.gov&utm_medium=Federal-Links&utm_campaign=Reports-and-Resources
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Adult Sexual Misconduct Perpetrators: There has been increased attention to school staff who have engaged in predatory 

sexual misconduct towards students, staff, or others. The Education Week Research Center (2018) found that over 30% of school 

staff had observed or experienced sexual misconduct from or between colleagues, and 15% had observed staff engage in 

misconduct toward students. Nearly 7% of students have reported unwanted sexual contact that most commonly came from 

coaches, teachers, substitute teachers, and bus drivers. Most incidents involved physical contact, but technology played a 

significant role in three-quarters of cases (Henschel & Grant, 2018). Perpetrators who work in schools target students using the 

same methods as those who target children in other settings: They zero in on those who are vulnerable, are calculating in their 

approach to isolate, manipulate, and lie to children to gain sexual contact and make them feel complicit (U.S. Department of 

Education, 2017).  

Grooming, Trolling, and Exploiting: To keep their conduct secret, perpetrators coerce and ñgroomò potential victims. That is, 

as sexual contact escalates, they methodically increase the attention and rewards they give to their targets. Grooming allows 

perpetrators to test their targetsô silence at each step, pressing boundaries as they go. To nurture the relationship, perpetrators 

make the target feel ñspecialò by, for example, brandishing gifts and/or spending extra time with the target in nonsexual ways, all 

in an effort to learn whether the target will keep silent (U.S. Department of Education, 2017).  

At the same time, the perpetrator also tests the adults surrounding the child, including those who work at school, individuals in 

the school community, and the childôs parents or guardians. More subtle behaviors may be done publicly so that the perpetrator 

can gauge reactions, share information to manipulate how the behavior is interpreted by the adults, and further control the child 

victim. For example, a teacher may lead their colleagues to believe the parent has provided consent for them to drive a student 

home because the parent needs help. In response, the perpetrator receives accolades and gratitude from their colleagues, and has 

begun the process of grooming peers as well. It is also harder for the victim to feel believed by others. The perpetrator gradually 

progresses to engaging in sexualized behaviors, often using threats and intimidation tactics with the child to keep his or her 

sexual misconduct secret. Keeping silent implicates the targets, making children believe they have been complicit in their own 

abuse and are therefore responsible for the abuse. Perpetrators will often threaten wavering targets, or those who seem likely to 

report the misconduct, with a reminder of their powerlessness and that the victims will not be believed (U.S. Department of 

Education, 2017). 

Violent extremism: School staff may not consider schools to be places where concerns about terrorism or violent extremism 

may exist, yet experience shows that can be the case. The FBI stated:  

High school students are ideal targets for recruitment by violent extremists seeking support for their radical 

ideologies, foreign fighter networks, or conducting acts of targeted violence within our borders. High schools must 

remain vigilant in educating their students about catalysts that drive violent extremism and the potential consequences 

of embracing extremist beliefs. [Source: FBI (2016). Prevention violent extremism in schools.] 

Experiences related to adverse childhood experiences and development challenges can leave youth at risk for targeting by others 

with violent ideology, often utilizing the ubiquitous use of social media by youth as a gateway to connection. The FBI noted the 

importance of school threat assessment teams being prepared to recognize and address such concerns effectively. The approaches 

advocated for (by the FBI) to identify and reduce risks for involvement in violent extremism overlap significantly with the 

general roles of the threat assessment team:  

¶ Building resilient schools through enhanced student social and emotional well-being  

¶ Increasing awareness about the forms and dynamics of violent extremism  

¶ Enhancing information sharing among those stakeholders who can provide support and services to students  

¶ Facilitating disengagement programs to turn at-risk youth away from violent trajectories   

¶ Leveraging school programs to deter youth from embracing extremist ideologies  

¶ Fostering ideals of diversity, inclusion and, tolerance, while upholding Constitutional freedoms and rights under the law. 

https://rems.ed.gov/Docs/FBI_PreventingExtremismSchools.pdf
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Weapon carrying at school: In 2017, about 16 percent of students in grades 9ï12 reported that they had carried a weapon such 

as a gun, knife, or club anywhere at least 1 day during the previous 30 days, and 4 percent reported carrying a weapon on school 

property at least 1 day during the previous 30 days. Approximately 3.5% of students reported access to a loaded gun without 

adult permission during the school year. [Source: Youth Risk Behavior Survey. (April 2019)] 

Suicidal behaviors: Youth suicide is recognized as a serious public health concern in Virginia and across the nation. According 

to the Centers for Disease Control and Prevention (CDC), suicide is the second leading cause of death among young people ages 

10-24. Since 2013, suicide rates have increased for adolescents between the ages of 10 and 24. Each year, approximately 8% of 

high school students attempt suicide and nearly 3% make a suicide attempt that necessitates medical treatment. In 2017, the 

Youth Risk Behavior Survey (CDC) noted that 17.2% of high school students seriously considered a suicide attempt in the last 

school year. The number of children ages 5ï17 that have been hospitalized for suicidal thoughts or behavior has doubled in the 

last decade. The YRBS also finds that sexual minority students are at a greater risk of a range of mental health concerns 

including suicidal behavior. 

Suicide or suicide attempts by school staff or family members of students can have a significant effect on the safety and well-

being of students at school. There is also a small but observed trend regarding suicides in work or public settings, often by 

persons with unresolved grievances against a workplace or school. 

Over 75% of persons engaging in suicidal behaviors have engaged in behaviors (e.g., warning signs) that caused concern for 

their well-being. The 2018 Virginia School and Division Safety Survey Report noted that 56% of threat assessments reported by 

schools involved threat to self only (suicide or self-harm) and 5% involved threats to self and others. Therefore, it is critically 

important that school divisions have policies and procedures in place to prevent, assess the risk of, intervene with, and respond to 

youth suicidal behavior. 

Identifying and Reporting Concerning, Aberrant or Threatening Behavior 

All school division employees, volunteers, and contractors are required to report immediately to the school administrator or 

designee any expression of intent to harm another person, concerning communications, or concerning behaviors that suggest a 

student may intend to commit an act of targeted violence.  

Overcoming the Bystander Effect 

Research and practice have shown that, where incidents of targeted violence have occurred, other people tended to have concerns 

about the subject or to be aware of behaviors that indicated thoughts, planning or preparation for a violent act. People choose not 

to come forward for a variety of reasons. The witness or impacted person isnôt sure their observation is important or whether they 

should get involved, or donôt know what to look for, or where and how to report concerns, or are concerned about what will (or 

will not) be done if they report their concerns. Where members of the community have knowledge or concerns about the safety 

or well-being of a situation, but do not come forward, that is often referred to as the Bystander Effect.  

To help bystanders be more actively engaged in supporting the safety and well-being of the school, members of the school 

community need to know: 

It is everyoneôs role and responsibility to share and address concerns. 

Supporting the safety and well-being of the community means that everyone has a role, not because the policy says so, but 

because that is the responsibility of the school community to each other ï to recognize concerns, to respond in a helpful manner 

(where appropriate) and to report the concerns to persons who can best help the situation. Members of the school community 

should be encouraged on an ongoing basis to report any threatening communication or troubling behavior and be reminded that 

reporting is an act of caring. The threat assessment process is developed and implemented to facilitate early identification and 

intervention with those needing assistance and/or considering violence as a means of addressing their concerns. Building and 

supporting a safe and positive school climate enhances connection and engagement from and with the community.  

Effective threat assessment processes encourage a perspective of No One Alone. No member of our community should be (or 

feel) alone with a concern and unable to deal with it. Complex situations are best dealt with in a collaborative manner using the 
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best resources available. It is rare for one person to have all the knowledge, skills and resources needed to address concerns, and 

it is not reasonable to expect that of any one person. We are better together! 

A team should periodically examine where they get the most reports and the least. The team may want to do some targeted 

outreach or additional liaison to areas from which they currently receive few or no reports, or where they receive reports that are 

significantly delayed or mis-directed. They should also consider the factors that may be impacting areas from which they are 

receiving the most reports. Consider: 

¶ Are those areas well informed and engaged in the process and so are better at recognizing and reporting concerns? 

¶ Do those areas have unique environmental/systemic issues impacting the nature or number of concerns? 

¶ What resources may be needed to address those issues? 

Identify Concerning, Aberrant, Threatening, and Prohibited Behaviors to be Reported 

School community members will want to understand what behaviors to watch for and what sorts of concerns are best handled by 

the Threat Assessment Team. While there is no one list of behaviors that may cause concern, providing examples of concerns 

with which the team can assist, will help community members better recognize, respond to, and report concerns appropriately. 

Examples should include prohibited behaviors (e.g., engaging in violence, bringing a weapon to the school, communicating 

threats, bullying, etc.) but should also include examples of behaviors that may be concerning or aberrant, even when those 

behaviors by themselves may not appear threatening, but are still causing concern.  

Examples include, but are not limited to: 

¶ Threatening statements or gestures 

¶ Persons with ongoing, unresolved grievances with members of the school community 

¶ Atypical, unusual, or bizarre communications or behavior 

¶ Significant changes in behavior 

¶ Increased focus or fixation on aspects of violence, harm, or death 

¶ Information about someone expressing thoughts, plans or preparations for violence 

¶ Concerns that someone may harm themselves 

¶ Behavior that significantly disrupts the learning or working environment 

¶ Behavior that seems troubling or disturbing 

¶ Persons seeming isolated and alienated from others 

¶ Anyone unknown to the school 

Establish and Promote Effective Reporting Mechanisms 

Community members need to know where, how and with whom they should share concerns. The school should have multiple 

mechanisms to foster reporting and centralized awareness of concerns by the threat assessment team as in the following figure. 
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This diagram shows examples of various sources of information ï in school and outside of school ï that may report concerns to 

the threat assessment team. Likewise, these are various places where a threat assessment team can check in periodically and see 

if they have any concerns to report.  

Notice that all the communication pathways are bi-directional to support continued engagement in and support of the threat 

management process. This is not to say that the team discloses all aspects of the case to those outside the team, but rather that the 

team discloses information (within the limits of law and professional ethics) based on what those persons have a need to know, to 

support the safety and well-being of the situation.  

Anyone who believes that a person or situation poses an imminent threat of serious violence that requires containment should 

notify school security and law enforcement in accordance with school board policies on Critical Incident Response.  

Establish and identify how and where concerns can be reported. The team should ensure that any reporting mechanisms used 

by the school (e.g., hotlines, tip lines, web site, social media / mobile apps, etc.) are kept up to date, work consistently and are 

checked on regular and timely basis. 

Be sure to provide access to mechanisms that allow for anonymous reporting. Anonymous reports can involve some challenges, 

as they may not include enough information to understand the problem or how to intervene. As they are anonymous, there may 

not be a way to follow-up for more information or to consider the credibility of the report. However, some community members 

will only come forward through an anonymous report and it is likely better to have an anonymous report (of a legitimate 

concern) than to have no report. 

Be sure that staff understand that that Virginia law provides immunity (from civil liability) for good faith reports of concerns. 

Be Responsive to Reports 

Community members are often worried that their concerns are not significant enough to be reviewed, or that they would be 

wasting the teamôs time. We want all community members to know that reports are wanted, even if the situation does turn out to 

be nothing. Community members are more likely to come forward with concerns where they understand the process of how 

those concerns will be addressed, that they will be taken seriously, and the concerns will be addressed appropriately. 

Regular reminders of issues and process 

Schools can be vibrant and exciting places due in part to the regular turnover in the membership of the school community. 

Unfortunately, that also means that everyone that understood the points (above) last year, does not represent the whole of the 

community this year, so the messaging needs to be regular and ongoing. 

Threat 
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Parents
Police / 
Security
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Provide regular and ongoing opportunities for staff, students, parents, and others to gain understanding of the threat assessment 

process, and recognition and reporting of concerns. Include awareness building into other relevant training opportunities such as: 

¶ Verbal de-escalation 

¶ Incident survival and response 

¶ Mental health first aid 

Provide awareness and training information through available resources such as school website, mobile apps, newsletters/email, 

social media, etc. 

The DCJS Virginia Center for School and Campus Safety provides a free video and guide for use by schools to support school 

and community awareness of school threat assessment programs.  

K-12 Threat Assessment in Virginia: A Prevention Overview for School Staff, Parents, and Community Members, available at: 

www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/k12-threat-assessment-prevention-overview.pdf 

The video can be accessed at: www.youtube.com/watch?v=JS7m3RUy9c0 

 

 

 

Assessing and Classifying Threats 

Intake Process 

The team should establish a process for the intake and triage of a report regarding concerning, aberrant or threatening behavior. 

When a potential threat is reported, the threat assessment team leader shall initiate an initial inquiry/triage and, in consultation 

with the threat assessment team, make a determination of the seriousness of the threat as expeditiously as possible in accordance 

with the schoolôs threat assessment guidelines.  

Upon receipt of the initial report, the team will obtain basic information about the situation including (but not limited to):  

¶ Initial Report of Concern: Date/time reported, date/time reviewed, person receiving report  

¶ Reporting Party: Name, affiliation, contact information, relationship to subject of concern 

¶ Incident/Nature of Concern: Date/time occurred, location, nature of threat /concern, weapons involved/threatened, 

details about concerns, and any relevant background about situation 

¶ Subject of Concern: Name, affiliation, contact information, relationship to reporting party or target(s) 

¶ Identified/Identifiable Target(s): Name, affiliation, contact information, relationship to reporting party or subject 

If the initial report contains information that indicates an imminent threat, then the team will activate the appropriate crisis 

response plans.  

Triage and Screening 

Schools should establish a consistent process for conducting an initial review (triage and screening) of concerns reported. This 

triage process serves to identify imminent safety concerns and to prioritize cases for action by the team, to screen out cases that 

are not appropriate for the threat assessment team or are already being adequately addressed, and to determine the need for a 

more complete assessment and/or intervention strategy to address concerns. 

The school should establish whether the full threat assessment team will  conduct the triage, or whether to designate a subset of 

team members to triage concerns that are reported. If the team chooses to have a subset of the team conduct the triage process the 

triage team should involve at least two members of the threat assessment team, preferably involving differing roles and 

Build and sustain a culture of care, concern and engagement 

for the safety and well-being of the school community. 

https://www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/k12-threat-assessment-prevention-overview.pdf
https://www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/k12-threat-assessment-prevention-overview.pdf
https://www.youtube.com/watch?v=JS7m3RUy9c0
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perspectives, e.g., a school administrator and a school counselor. However, schools have latitude to utilize any team members or 

other staff who are adequately trained, available, and relevant to the situation.  

Upon the initial reviews of the reported concerns, relevant records or other sources of information, the team (or the intake/triage 

group) shall determine if an imminent threat is believed to exist. If the individual appears to pose an imminent threat of serious 

violence or harm, the administrator shall notify law enforcement in accordance with School Board policies.  

An imminent threat is indicated by such factors as: 

¶ Subject intends imminent and/or serious harm to self/others: 

  Has weapon in the school, on a school bus, at a school activity, or enroute to/from any of those 

  Conveyed imminent intent to use weapon(s) or cause serious injury 

  Access to and/or possession of weapons 

  Attempting to breach security and/or to gain access to targets 

¶ Lack of inhibitions for using violence, indicated by: 

  Feels justified in using violence to address grievances 

  Has no perceived alternatives to the use of violence (e.g., nothing else left to do) 

  Lack of concern for or desiring of consequences (e.g., nothing left to lose) 

  Has the capability and willingness to cause harm 

If the situation is emergent or imminent, initiate crisis response procedures according to school policy, e.g.: 

¶ Involve law enforcement and appropriate security personnel 

¶ Initiate relevant security protocols 

¶ When safe to do so, move on to triage and assessment steps to further resolve any ongoing threat posed 

In the absence of any apparent imminent threat in the initial report, or once appropriate crisis procedures are in place and it is 

safe to do so, the team gathers other information (ñpings the systemò) about the situation (i.e., about the Subject, Target, 

Environment, and Precipitating Events) from various sources to which they may have lawful and ethical access, such as: 

¶ Review of the threatening behavior or communication 

¶ Review of school and other records for any prior history or interventions with the individual(s) involved 

  Prior threat assessment team contacts 

  Recent (and historical) work or school performance history  

  Special education records or disability accommodations that may be relevant 

  Disciplinary or personnel actions 

  Law enforcement or security contacts at school and in the community 

  Prior critical involvement with mental health or social services activated by the school 

  Current or historical grievances, stresses, or losses that may be related to the behavior of concern 

  Online/open source searches: internet, social media 

  Other written materials: schoolwork, reports, evaluations, letters, email, journals, etc. 

¶ Conduct timely and thorough interviews (as necessary) of the person(s) who reported the threat, the recipient(s) or 

target(s) of the threat, other witnesses who have knowledge of the threat, and where reasonable, the individual(s) who 

allegedly engaged in the threatening behavior or communication. The purpose of the interviews is to evaluate the 

individualôs threat in context, so that the meaning of the threat and intent of the student can be determined. 

Based on those initial reviews, the triage process will : 

¶ Consider the nature and level of concern indicated,  

¶ Determine if existing resources and mechanisms are sufficient to address those concerns,  

¶ Determine whether the full team needs to further assess and manage the situation,  

¶ Initiate any crisis responses as appropriate.  
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To triage a prospective case out, that is, as not needing further review or actions by the full threat assessment team, all members 

of the triage team must concur that there is no identifiable threat/concern, or that there is a low level of concern regarding issues 

that are being adequately addressed. Where cases are triaged out, the full team (at the next meeting) should have opportunity to 

review cases that were triaged out and consider bringing them into the full process if needed. 

If it cannot be determined with a reasonable degree of confidence that the alleged threat is no/low threat, then a more in-depth 

assessment is to be undertaken by the threat assessment team to determine the nature and degree of any safety concerns and to 

develop strategies to prevent violence and reduce risk, as necessary. The assessment may include but not be limited to reviews of 

records; interview and consultation with staff, students or community members who know the individual or have knowledge of 

the situation; and interviews of the subject and the target/recipient of the threat(s). 

Based on information collected, the school threat assessment team shall determine strategies to mitigate the threat and provide 

intervention and assistance to those involved, as needed. 

The Nexus Between Threat Assessment and Suicide Risk Assessment 

Note that Ä 22.1-79.4, Section D imposes a duty (notification to school administration) on threat assessment team members when 

they, in the course of their duties on the threat assessment team, make a determination (even at a preliminary level) that a student 

poses a threat of violence or physical harm to self (or others). This is similar to the duty that any school administrative or 

instructional staff have when they have reason to believe that a student is at imminent risk for suicide (as per Ä 22.1-272.1, see 

next section). This does not require that all cases of suicidal behavior or harm to self be handled by the threat assessment team 

when they involve students. However, it is critical that schools have clear and consistent policies and procedures to ensure such 

situations are addressed in a comprehensive and appropriate manner. 

The goal of the threat assessment and management process is to take appropriate preventive and intervening measures to 

maintain the health, safety, and well-being of the school community. This is done through systematic processes facilitating early 

identification, comprehensive assessment, and holistic case management. These goals are consistent with those of suicide 

prevention and intervention processes. 

Virginia law (e.g., Ä 22.1-79.4) imposes certain duties on school threat assessment teams related to individuals who may pose a 

threat to the community, school or self. These duties include providing guidance to students, faculty, and staff regarding 

recognition of aberrant or threatening behavior that may represent a threat to the community, school, or self. Further, upon a 

threat assessment team making a preliminary determination that a student poses a threat to self or others, the threat assessment 

team has a statutory responsibility to notify senior school administration. Virginia law emphasizes the role of threat assessment 

teams in suicide prevention and intervention. 

There are several benefits of utilizing the Threat Assessment Team in the suicide risk assessment process as it can provide 

additional options and resources if needed and deemed appropriate, such as: 

¶ The team is established and practiced in working collaboratively to address concerns related to the health, safety, and 

well-being of the school. 

¶ Utilizing the Threat Assessment Team for all cases that pose a threat of violence or harm to self or others enhances 

consistency of application of policies, procedures, and practices across cases. Even where schools have a separate 

student suicide crisis response process, they still have a responsibility to address threats posed by non-students, 

including those that pose a threat of harm to self (e.g., school staff). 

¶ Under Virginia law, members of the Threat Assessment Team may have authorized access to otherwise protected 

records that other school staff do not have lawful access to without a release (e.g., criminal history information of adults 

and juveniles, and health records of any individual who may pose a threat to others or self within the school). Such 

records could provide more insight regarding the studentôs risk and needs, and help the student access the appropriate 

services. 

¶ The school resource officer (SRO) or law enforcement officer (LEO) that serves on the TAT may have knowledge of 

concerns occurring outside of the school that would be relevant and pertinent to know, as situation warrants. The 

https://law.lis.virginia.gov/vacode/title22.1/chapter7/section22.1-79.4/
https://law.lis.virginia.gov/vacode/title22.1/chapter14/section22.1-272.1/
https://law.lis.virginia.gov/vacode/title22.1/chapter7/section22.1-79.4/
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SRO/LEO may also be able to facilitate supplemental care and assistance if law enforcement deals with the student 

outside of school (e.g., for welfare checks). Several law enforcement agencies in Virginia operate Crisis Intervention 

Teams or are part of Mental Health Crisis Response Teams that provide trained law enforcement officers (sometimes co-

responding with mental health professionals) who can facilitate welfare/well-being checks, facilitate referrals to service 

and conduct follow-ups with the student and parents/guardians, as appropriate. 

¶ Given that the suicide assessment process (for students) likely involves sensitive information from educational records, 

state law prohibits members of threat assessment teams from disclosing such information outside of the Threat 

Assessment Team process or using the information for any other purposes. This provides additional protections for 

sensitive and confidential information regarding student health, safety, and well-being. 

Schools can also effectively manage situations using parallel processes involving the Suicide Crisis Response Team and the 

Threat Assessment Team. The nexus between the Threat Assessment Team (TAT) and the Suicide Crisis Response Team is 

critical to ensure the health, safety, and well-being of school communities. Where schools operate both processes, they should, at 

minimum, utilize the threat assessment team in a ñTriageò role, such as in the following process: 

¶ Ensure the student of concern is in a safe environment and receiving appropriate support and supervision. 

¶ Make notification to relevant school administration as well as school (and/or community) mental health professionals 

for any necessary immediate actions. 

¶ Conduct triage involving at least two (2) members of the threat assessment team, suicide crisis response team, or both. 

Typically, this would involve a school counselor or school psychologist and an administrator, but with schools having 

have latitude to utilize staff who are adequately trained, available, and relevant to the situation. For example, if there are 

concerns that the student may have a weapon or may attempt to flee, the school resource officer or local law 

enforcement may assist to support the safety of the student and staff. Most law enforcement officers have had 

significant training and experience in conducting initial screening for risk of suicide/self-harm. 

  Review initial report and any supporting materials 

  Check threat assessment team records for any prior contact with or interventions involving TAT 

  Check for other documentation within school records or information available from staff or others that may inform 

the triage process 

  Conduct the initial interview and assessment with the student of concern utilizing the assessment process and 

documentation specified by the school division 

¶ If the triage/preliminary assessment process identifies any of the following concerns, in addition to, or in place of, the 

concerns of a potential threat to self, then the threat assessment team shall assume primary responsibility for the 

management of the case as a whole. 

  The student also has ideation or intent to harm others. 

  The studentôs acts of harm to self would pose a threat of harm to others, whether intended or not, e.g., a student 

intending to harm only themselves by shooting themselves in front of an occupied classroom. Even where the 

student had no intent to cause harm to others, the risk to others would be significant.  

  The student has engaged in behaviors (e.g., planning or preparation) that would place others at risk of harm, 

whether intended or not. 

  The studentôs suicidal or self-harm behaviors are related to experiences of victimization, bias, bullying, harassment, 

or to other environmental/climate issues within the school. 

  Others (e.g. students, staff, parents/guardians, community, etc.) are, or may reasonably be, significantly impacted 
by the threat of harm to self.  

Where any of these criteria are met, then the TAT should undertake a full threat assessment, including but not limited to 

the individual suicide assessment done with the student of concern.  
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School or community mental health professionals should retain the primary responsibility for the direct assessment of 

and mental health interventions with the student exhibiting risk for self-harm or suicide, per school guidelines. Other 

team members assist by supporting those assessment and intervention actions and taking responsibility for addressing 

other concerns impacting upon the case, such as those noted above. 

¶ If none of the above conditions are met, then no other actions are needed by the threat assessment team and the threat 

assessment case can be closed. The suicide risk assessment and relevant interventions will be completed by the Suicide 

Crisis Response Team as relevant for the needs of the case. 

The DCJS Virginia Center for School and Campus Safety and the Virginia Department of Education recognize the broad 

diversity across school divisions in terms of differing concerns, needs, staffing, and resources to address these challenging issues. 

To that end, schools are encouraged to implement and utilize processes that minimize gaps in identification, assessment and 

intervention with students who may pose a threat of harm to self, and that build an effective nexus of communication, 

collaboration and coordination with existing threat assessment and management processes. The Virginia Department of 

Education provides Suicide Prevention Guidelines to supplement these Threat Assessment Model Policies, Procedures, and 

Guidelines, and are intended to offer additional guidance to school threat assessment teams, and other staff, when addressing 

threats to self. 

Conducting Interviews 

When circumstances allow, prior to conducting an interview with a persons involved in a case, threat assessment team members 

are best served by being well acquainted with the information available about the reported concerns, as well as any relevant 

information about the intervieweeôs background, behaviors, and relationship to others involved. 

The team should conduct interviews as appropriate with: 

¶ Person(s) reporting threat or concern 

¶ Person(s) receiving the initial report of threat or concern 

¶ Target / Recipient(s) of any threatening or unusual communications 

¶ Witness(es) 

¶ Subject who allegedly engaged in concerning, aberrant or threatening behavior 

¶ Other potential sources: 

  Peers: Friends / Classmates / Co-workers 

  Employer, teachers, coaches 

  Parents/guardian 

  Relational partners 

  Local or state law enforcement  

  Community services 

In addition to the value of the information that may be gained about a situation, the team should also consider the risks associated 

with each potential interview. Peers of subjects may warn the subject that the team is looking into their behavior. Co-workers or 

relational partners may have biases for or against the subject (or target) that skews their response. The subject may be alerted that 

the school is aware of concerns and may escalate their behavior before they are stopped. The very act of asking questions about a 

subject, may cause concern/fear that they are dangerous, even if that turns out not to be the case. 

Rarely will team members know all those potential dynamics before interviews are initiated but should be aware of the potential 

impact and reactions and monitor and plan for relevant contingencies. 

The team should also give consideration not only to who should be interviewed, but: 

¶ By whom? What team member or key gatekeeper is best positioned in terms of role or relationship to have the most 

effective interview with the least conflict or bias? 

http://www.doe.virginia.gov/support/prevention/suicide/suicide-prevention-guidebook.pdf


Threat Assessment and Management in Virginia Schools: Model Policies, Procedures and Guidelines | Third Edition (2020) 

 

48 

¶ With what skill set? What training, experience, preparation, or mentoring will be necessary or helpful to support an 

effective approach? 

¶ In what setting? 

¶ With what goals in mind? 

  Information gathering and assessment 

  Redirect from violence / targets 

  Problem solving / support 

  Set boundaries / limitations 

  Admonishment / confrontation 

  Intervention / referral 

  Monitoring 

  Deterrence 

Effective teams regularly monitor for, assess and work to minimize the negative impact of bias in decision-making. The team 

should also seek out, and factor in, information from multiple sources in its assessment, rather than relying on just one piece of 

information or perspective. The team should consider whether a source has direct and first-hand knowledge, their credibility, and 

the consistency of that source information with that of other sources.  

Interview with threat recipient(s)/target(s) and witness(es): Individuals who have been identified as potential targets of the 

subject of concern should also be interviewed where possible, along with any persons who witnessed the concerning behavior. 

The threat assessment team should inform the subject of the interview that the primary purpose of that interview is to gather 

information about a possible situation of concern with the goals of preventing harm to staff or students, and providing assistance 

to those involved. 

A potential target should be asked about their relationship to the subject of concern and queried about recent interactions with 

that subject. The interviewer should gather information about grievances and grudges that the subject of concern may hold 

against a target or against others. Interviews with potential targets should be conducted with special sensitivity. Care must be 

taken to gather information without unduly alarming a potential target. If the threat assessment team believes that there may be a 

risk of violence to an identified target, that target should be offered assistance and support for their safety. 

The assessment process facilitates increased and revised understanding of issues over time. That is, when new information is 

made available to the team during or after the initial assessment, the team should review the new information and re-evaluate the 

threat accordingly. The team will want to maintain contact with the target/recipient to obtain information about any further 

behaviors of concern, improvements in the situation or other relevant developments. 

Review of records/consultation with staff members who know the individual best: Background information can inform the 

threat assessment teamôs approach to and questioning of the student. This information may help the threat assessment team 

determine whether the subject poses a threat to targets. In addition, knowledge of background information concerning the student 

prior to the interview may help the threat assessment team judge whether the student is forthcoming and straightforward. Some 

areas for background information from records and consultation with adults in school who know the subject best include: 

¶ Recent (and perhaps historical) work or school performance history 

¶ Disciplinary or personnel actions 

¶ Prior threat assessment team contacts 

¶ Law enforcement or security contacts at school and in the community 

¶ Prior critical involvement with mental health or social services 

¶ Presence of known problems in the life of the individual 

¶ Current or historical grievances that may be related to the behavior of concern 

¶ Online searches: internet, social media, email, etc. 

Interview with Subject of Concern: Generally, an individual who is part of the school (staff or student) should be asked 

directly about his or her actions and intentions. Many subjects will respond forthrightly to direct questions approached in a non-
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judgmental manner. An interview conducted during a threat assessment inquiry can elicit important information that permits the 

threat assessment team to better understand the situation of the individual and possible targets. This understanding, in turn, will 

help the threat assessment team to assess the risk of violence that the individual may pose in each situation. Interviews with the 

individual of concern also can generate leads for further inquiry.  

Generally, it is best to have the subject learn from the team that people are concerned about her or his behavior and have a 

chance to explain that behavior or contributing circumstances, rather than have that subject hear through the grapevine that they 

are being ñinvestigatedò by the threat assessment team. 

An interview can also send the message to the individual that his or her behavior has been noticed and has caused concern. 

Interviews give individuals of concern the opportunity to tell their perspectives, background, and intent; to be heard and 

experience support/empathy where appropriate; and to reassess and redirect their behavior away from activities that are of 

concern. The interview may suggest to a subject who has mixed feelings about attacking, that there are people who are interested 

in his or her welfare, and that there are better, more effective ways to deal with problems or with specific people. 

Although an interview with a subject of concern can provide valuable information, relying too heavily (or solely) on that 

interview as a basis for making judgments about whether that subject poses a threat is likely to present problems. The 

information offered by the subject may be incomplete, misleading, or inaccurate. It therefore is important to collect information 

to corroborate and verify information learned from the interview. 

For subjects of concern who are not part of the school community, school threat assessment teams should carefully weigh the 

risks and benefits of attempting to engage directly with the subject especially when the subject may have engaged in criminal 

behavior. In such cases, local law enforcement or school attorneys should be consulted regarding whether the subject should be 

interviewed, who is best positioned to conduct the interview, and the likely benefits and risks of such an interview. For subjects 

engaging in potentially threatening behavior from a distance (e.g., through social media) or who are anonymous, it may not be 

practical to be able to conduct an interview and the team would focus more on building protective strategies for the school 

community, and monitoring the subjectôs behavior/communications as best as circumstances allow.  

Assessment 

Key Areas for Inquiry 

Following are key areas for inquiry and investigation by the team and that have been developed based on research and standards 

of practice regarding threat assessment. These resources include (but are not limited to): Making Prevention a Reality: 

Identifying, Assessing & Managing Threats of Targeted Attacks (Amman et al., 2017); Enhancing School Safety Using a Threat 

Assessment Model: An Operational Guide for Preventing Targeted School Violence (NTAC, 2018); The International Handbook 

0f Threat Assessment (Meloy & Hoffmann, 2014/2020); The Role of Warning Behaviors In Threat Assessment (Meloy, et al., 

2011); Protective Intelligence & Threat Assessment Investigations: A Guide for State & Local Law Enforcement Officials (U.S. 

Secret Service, 2000).  

The following are not intended as questions that would necessarily be asked directly of the subject of concern, though some may 

be used that way. Rather, the team should review the totality of the information available and use the questions to guide their 

understanding of the situation, need for intervention, and to inform plans for interventions and follow-up. 

Note that this section is not intended as an exhaustive or complete list of areas of inquiry, but rather, as core areas that support 

assessment and understanding of the situation, the nature and severity of any risk, and that may guide interventions. Additional 

questions may be asked for clarification and/or to probe more deeply to fully understand the circumstances.  

See the sample Threat Assessment and Management Form provided in the Resource section for an example of documentation 

regarding information gathered and considered through the inquiry process. Part III of the Threat Assessment and Management 

Form provides a template including the key areas of inquiry. 

https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view#:~:text=Making%20Prevention%20a%20Reality%3A%20Identifying%2C%20Assessing%2C%20and%20Managing%20the,prevent%20these%20types%20of%20incidents.
https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view#:~:text=Making%20Prevention%20a%20Reality%3A%20Identifying%2C%20Assessing%2C%20and%20Managing%20the,prevent%20these%20types%20of%20incidents.
https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
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Key Areas of Inquiry Regarding the Subject(s) of Concern 

Inquiry regarding a subject of concern seeks information regarding the nature and severity of concerns, whether the subject may 

pose a threat of violence or other harm to self or others; or is otherwise in need of assistance or intervention. The inquiry 

considers all sources of information that may be relevant to gaining as comprehensive an understanding of the subject and their 

concerns, as circumstance may allow. Consider the presence of risk and protective factors, warning signs, coping skills and 

support systems that may be relevant to the case. 

What behaviors are causing concern for or about the subject? 

¶ Does the situation or circumstance that led to these statements or actions still exist? 

¶ When, where and in what circumstances do the behaviors tend to occur? 

¶ Is there a pattern to the behaviors or a change in pattern of behavior that is causing concern? 

¶ If the behaviors have occurred previously, how has the subject dealt with the grievances? What kept them from acting 

violently? 

¶ Has the subject previously come to someoneôs attention or raised concern in a way that suggested subject needs 

intervention or supportive services? 

¶ Are the subjectôs behaviors causing others concern for the welfare of the subject or others? 

Have there been any concerning, aberrant, threatening, or violent communications? 

¶ Were there Directly Communicated Threats * (threats made directly) to targets or sources of grievances? 

¶ Has there been Leakage * (communications to third parties about grievances, ideation, or intent to use violence, 

planning or preparation)? 

¶ How (e.g., in person, letter, email, diary/ journal, social media, website, etc.) and to whom (e.g., targets, peers, others) is 

the subject communicating?  

¶ What is the ñIntensity of Effortò ** (frequency and duration of contact, multiple means used, multiple recipients or 

targets of communication) in communications or attempts to address grievance?  

¶ Do the communications provide insight about motives/grievances, ideation, planning, preparation, timing, targets, etc.? 

¶ Has anyone been alerted or ñwarned awayò? 

What are the subjectôs motives and goals?  

¶ Does the subject have a major grievance or grudge?  

¶ Against whom? What is the relationship between the subject and any identifiable targets? 

¶ Are there other motives that support use of violence such as desire for notoriety/fame? 

¶ What do they seem to want to achieve with the behavior?  

¶ Does the subject seem fixated (preoccupied, obsessed) on the grievance, target, or need for justice through violence? 

Fixation * may be exhibited through: 

  Increasing perseveration on person or cause (or need for resolution) 

  Increasingly strident opinion and negative characterization of target 

  Impact on family or other associates (of subject) if present and aware 

  Angry emotional undertone, accompanied by social or occupational deterioration 

¶ What efforts have been made to resolve the problem and what has been the result?  

Has the subject shown any inappropriate interest in, fascination, or identification with other incidents or perpetrators of 

targeted violence (e.g., school/workplace attacks, mass murderers, terrorism, weapons, etc.)? 

¶ Do they exhibit heightened interest, fascination, obsession, or fixation with acts of violence? 
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¶ Do they immerse themselves in exposure to violence through movies, videos, books, video games, social media, etc., to 

the detriment of other life activities or in ways that negatively impact themselves or others? Note: The concern is with 

the degree of exposure, modeling, identification with, or rehearsal of violence; and the associated lack of other interests 

or influences, not with incidental or occasional interest in such media. 

¶ Identification * (strong desire or need to emulate/be like others) may be with: 

  Perpetrators of targeted violence or powerful figures (e.g., pseudo-commando, warrior, agent of change) 

  Grievances of other perpetrators 

  Weapons or tactics of other perpetrators 

  Effect or notoriety of other perpetrators 

  Ideologies or groups that support and encourage the use of violence to address grievances 

Having heightened interest in acts of violence does not necessarily indicate that the subject poses a threat or is otherwise in 

need of some assistance. Consider context, developmental age, and other factors that may contribute to perceived fascination 

or obsessive interest. However, if a subject shows some fascination or identification on any of these topics and has raised 

concern in other ways; such as by expressing an idea to do harm to others or to himself/herself, recently obtaining a weapon, 

or showing helplessness or despair; the combination of these facts should increase the teamôs concern about the subject. 

Note: * Denotes concepts from the work of Meloy, Hoffman, et al (2011) regarding proximal warning behaviors for violence. 

** ñIntensity of Effortò from work by Scalora, et al (2002) and Meloy (2011). 

Does the subject have (or are they developing) the capacity to carry out an act of targeted violence? 

ω Are there Pathway warning behaviors * (planning or preparation)? 

  Are they gathering information to support a plan for violence? 

  Does the subject have the means and methods (e.g., access to a weapon, tools, materials) to carry out an attack? 

Note: Weapons may not be limited to firearms. Consider knives/edge weapons, bombs, arson, vehicles, etc. 

  Are they trying to obtain or get access to the means (e.g., weapons, tools, materials) to carry out an act of violence? 

  Is the access to or possession of a weapon a new interest and/or related to grievances or violent intent? 

  Is the subject attempting to get proximity to targets, or otherwise create opportunity to cause harm? 

  Is the subject engaging in stalking or surveillance activities? 

  Are they practicing or rehearsing for the violence? 

  Have they developed the capability (skill and will) to cause harm? 

¶ Where is the subject along the Pathway? How quickly are they moving?  

¶ Are there changes in activity levels or rate of movement, or Energy bursts * (flurries of or changes in frequency/variety 

of activity)? Do certain circumstances or events tend to impact their movement? 

¶ Is the subjectôs thinking and behavior organized sufficiently to engage in planning and preparation? 

¶ Is there a history of violence that speaks to capacity or potential targets? 

¶ Are there aspects of Novel aggression * (testing limits/boundaries or atypical aggression) when there is no history of 

violence? 

These provide an indication of how far along the pathway the subject has progressed and may also help the team understand 

how quickly the subject is moving forward toward an attack ï i.e., how imminent a threat there may be. Any development of 

capacity for attack-related behaviors should be a serious indication of potential violence. 
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Is the subject experiencing hopelessness, desperation, and/or despair? 

¶ Has the subject experienced a recent perceived loss, failure, or injustice? 

¶ Do they experience shame or humiliation related to the loss, failure, or injustice? 

¶ Is the subject having significant difficulty coping with a stressful event? Are there multiple stressors? 

¶ Are there indications of Last resort behaviors * (Increasing desperation or distress, pressing subject into violence as a 

position of last resort)? 

  Desperation, despair, finality, or action imperative 

  Violence justified to address perceived grievance 

  Lack of perceived alternatives 

  Lack of concern for consequences of engaging in violence, or welcoming them to prove or draw attention to 

injustice (martyrdom) 

  Development of a ñlegacy tokenò (term from FBI referencing a communication created by subject and delivered (or 

staged for discovery) in which subject: 

o Claims credit for planning and acts, or 

o Articulates motivations and reasoning so others may understand grievances suffered, or 

o Perpetuates media coverage to enhance notoriety or infamy. 

Practice Note:  It is often helpful to build a timeline of subject behaviors to help detect any patterns or 

changes in patterns of behavior.  This is especially helpful in complex or longer-term cases. 
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ω Has the subject engaged in behavior that suggests that he or she has considered ending their life? 

Many persons who have engaged in significant acts of targeted violence have been despondent and/or suicidal prior to 

their attacks or at the time of their attacks, hoping to kill themselves or be killed by responding police. Note that most 

people who are feeling hopeless, desperate, or even suicidal will not pose a threat of harm to others. However, these 

people are still in need of assistance and intervention. 

Has the subjectôs behavior indicated or raised concern of need for intervention or supportive services? 

¶ Does subject have difficulty coping? 

¶ Are there symptoms of severe, acute, or untreated mental illness, such as: 

  Significant lack of contact with reality: 

o Hallucinations (especially command hallucinations) 

o Delusions (especially paranoid / persecutory or grandiosity) 

o Extreme wariness, distrust, or paranoia 

  Symptoms that impact subjectôs perceptions of grievances or how others respond to subject 

  Significant or sustained agitation or anxiousness 

  Significant or sustained depressed mood 

  Alcohol or other drug use/abuse 

  Pervasive patterns of maladaptive behavior 

¶ Does subject have access to treatment resources? 

  Are they actively engaged in those services? 

  Compliant with the treatment plan and prescriptions? 

  

JACA 

In The Gift of Fear (de Becker, 1997) noted that dangerousness is dynamic and situational and that four key factors 

influence the subjectΩs movement from idea to action on the Pathway to Violence: 

Justification:  The subject feels justified in using violence to address grievances. 

Alternatives:  The subject perceives few or no alternatives to violence to address grievance, running out of 

options. 

Consequences: The subject accepts the consequences of acting violently. Notes this is all the more significant 

when a subject desires the consequences to prove or draw attention to the injustices suffered 

(martyrdom). 

Ability:   The subject perceives their ability to engage in violence. Self-efficacy, the belief in our own 

ability is a strong predictor in human performance, including violence.  

These concepts can contribute to recognizing last resort behaviors and escalation of risk. 

Adapted from: de Becker, G (1997). The Gift of Fear. 
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Does the subject have protective factors, stabilizers, or buffers that inhibit use of violence? 

Several factors may decrease risk or inhibit escalation to violence. Check for these protective factors to see if they are 

present and stable, absent, or diminishing, or need to be bolstered. 

¶ Views violence as unacceptable, immoral 

¶ Accepts responsibility for actions 

¶ Demonstrates remorse for inappropriate behavior 

¶ Respects reasonable limits and expectations 

¶ Uses socially sanctioned means of addressing 

grievances 

¶ Values life, job, relationships, freedom 

¶ Fears loss of reputation, job, freedom, life 

¶ Maintains, uses, and builds effective coping skills 

¶ Treatment access, compliance, engagement  

¶ Sustains trusted and valued relationships / support 

systems  

A sustained, trusting, and valued relationship with at least one responsible person can be a key stabilizer and inhibitor to 

violence. That person can provide support, challenge distorted perceptions or violent ideation and help connect subject with 

support. Consider: 

¶ Does the subject have at least a friend, colleague, family member, or other person that he or she trusts and can rely upon 

for support, guidance, or assistance? 

¶ Is that trusted person someone that would work collaboratively with the team for the well-being of the subject of 

concern? Does that other person have skill and willingness to monitor, intervene, support subject? 

¶ Is the subject emotionally connected to and engaged with other people? 

¶ Is there a deterioration of support, increased withdrawal, or isolation from, or alienation by prior support systems? 

Having someone that the subject trusts can be a protective factor, but it is important to understand the nature of the 

relationship. A connection with a responsible person can be a good influence on the subject. However, if the trusted person 

has a negative influence, then this can have a profound risk-enhancing effect. If the team decides that the subject in question 

poses a threat of harm, the team can solicit the help of this responsible person to assist in developing and implementing a 

management plan. The team should monitor the status of the relationship in case it should fall apart, and then become a 

potential risk factor for escalation. 

Areas of Inquiry Regarding Potential Targets 

Targets (and others impacted by the subjectôs behavior) may behave or respond in ways that indicate the level of threat they 

perceive, that increase their vulnerability or diminish their ability to protect themselves, or that reflect needs for assistance or 

support.  

Are Targets (or others) indicating vulnerability or concern about, or impact by, the subjectôs behavior? 

¶ Are those who know the subject concerned that he or she might act based on violent ideas or plans?  

The team should recognize that some people ï such as parents, significant others, or anyone else who is very close with 

the person in question ï may not see the potential for violence even if others do. Those in close relationships with a 

person may be too close to the person/situation to admit violence is possible or even likely. 

¶ Are those who know the subject concerned about a specific target? 

¶ Are they concerned for the well-being of the subject? 

¶ Are targets or others around the subject engaging in protective actions (e.g. distancing, avoiding, minimizing conflict, 

modifying routines or behaviors, etc.) even if they do not define the subject as a threat. 

¶ Are targets engaging in behavior or in situations that increase their:  

  Desirability: A source of subjectôs grievances or fuel fantasies for violence  

  Availability: The proximity or access between the subject and target 

  Vulnerability: Lack of protective factors or behaviors, or coping abilities of the target. 
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FBI resources indicate that subjects are influenced in their choices of targets by several factors, including the 

desirability , availability , and vulnerability of potential targets. We may not always know what supports the perceived 

desirability of a target as we may not know the subject, their grievance/motives, or how a given target fuels their 

fantasies for violence. However, we can often help a target decrease their availability and vulnerability to reduce risk. 

¶ Do targets have adequate coping and support resources? 

¶ Are targets or others experiencing stress, trauma, or other symptoms that may benefit from intervention? 

Key Areas of Inquiry Regarding Environmental/Systemic Factors Impacting the Situation 

These are factors that impact or stem from the school/workplace/family environment or systemic issues or challenges that may 

allow, encourage (or not discourage), or exacerbate the use of violence to address concerns, may inhibit reporting of concerns, or 

that may impact ability to effectively resolve concerns. 

Are there Environmental/Systemic factors that are impacting the situation? 

¶ Systemic, policy, or procedural problems  

¶ Unfair, inconsistent, or biased disciplinary processes 

¶ Silos, gaps, or delays in reporting of concerns 

¶ Poor conflict management skills 

¶ Poor supervisory skills and/or willingness to address 

¶ Inadequate resources to address needs 

¶ School/family/social climate concerns: e.g., harassment, bullying, bias, neglect, or abuse 

¶ Lack of support or treatment resources in community 

¶ Social influences of others in environment 

  Actively discourage or encourage/dare use of violence?  

  Deny/minimize the possibility of violence?  

  Passively collude with act? 

Key Areas of Inquiry Regarding Precipitating Events 

Violence risk is dynamic and situational. It is important to consider not just the current situation involving the subject, target and 

environment/systems, but also those that may change in the near to mid-term, and whether those changes could make things 

better or worse for the case.  

Are there Precipitating Events that may impact the situation currently and in the foreseeable future? 

Common precipitants are related to loss, failures, or injustices, as well as events or circumstances that trigger memories of 

past grievances, or situations that create unexpected opportunities to act. 

¶ Loss, failure, or injustice related to:  

  Work or school status or performance 

  Relationship/support 

  Health 

  Community/Identity (Rejection or ostracization of others with whom subject identifies) 

¶ Key dates/events 

  Relational (e.g., anniversary, end of relationship, birthdays, holidays) 

  Employment/disciplinary action 

  Administrative action/order (Issuance, service, violation) 

  Court order (Issuance, service, violation) 
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  Return to school or work following separation (e.g., holidays or breaks)  

Note that the Protecting Americaôs Schools study found that 41% of violent acts occurred in the first week back 

following time away from the school. 

¶ Triggers and reminders of any of the above 

  Consider impact of social media or mass media reminders! 

¶ Opportunity (unexpected availability and vulnerability of target) 

¶ Contagion effect of other high profile or locally significant acts of violence 

¶ Case Management Interventions 

 Note that even well designed and intended interventions can be a precipitant for change (a good thing when in the right 

direction!). Any intervention can: 

  Improve situation 

  Worsen situation 

  No discernable change in situation 

  Create new concern/situation 

It is important to monitor for the effect of interventions. 

Key Areas of Inquiry Regarding the Integrity of the Assessment Process 

What is the consistency, credibility, and completeness of information about the situation? 

We must always be attentive to the consistency, credibility, completeness, accuracy, and gaps in our knowledge about a 

situation. Consider: 

¶ Are the subjectôs conversation and ñstoryò consistent with his or her actions? 

¶ Do collateral sources confirm or dispute what the subject says is going on and how they are dealing with it? 

¶ Are there multiple sources? Are they providing consistent information? 

  Do sources have direct and unique knowledge of subject and/or situation? 

  Do any sources have ulterior motives? 

¶ What gaps exist in understanding of the situation? What donôt we know? 

¶ What bias or misperceptions may be influencing witnesses, targets, or members of the threat assessment team? 

Consider sources of bias/distortion in our thought processes, for which we should monitor, these can include (but are 

not limited to):  

  Confirmation bias: Seeking and integrating information that supports/affirms our prior beliefs 

  Anchoring: Base final judgment on information gained early on ï first impressions may bias future perspectives 

  Over-Confidence: Failure to spot limits of knowledge and therefore perceive less risk. Too much faith in ability 

  In-Group bias: Overestimate abilities, value, and credibility of people we know (or are like) more than people we 

do not know or who are different 

  Availability: Overestimate likelihood of events that have greater availability in memory due to being unusual, 

recent, or emotionally salient 

  Probability neglect: Overestimate risks of harmless or low probability events, while underestimate risks of high 

probability events even when they are not harmless (1/84 chance of dying in vehicle accident vs 1/5,000+ of dying 

in plane crash) 

  Fundamental attribution error: Place blame for own bad outcomes on external events. When others have bad 

outcomes, make judgements about them ï failure to account for interactions between the person and the situation 

  Hindsight bias: Overestimate predictability of past events based on current knowledge of facts and outcome 

Source: Daniel Kahneman (2013) Thinking Fast & Slow 
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Formulating an Assessment of the Case 

General Considerations 

The team should focus on the totality of the information gathered during the inquiry that is relevant to the situation being 

addressed. In forming its understanding and assessment of the situation, the team should: 

¶ Focus on the facts of specific case. 

¶ Focus on the behaviors involved rather than generalizations about traits. 

¶ Focus on understanding of context of behavior. 

¶ Examine progression of behavior over time. 

¶ Corroborate critical information. 

Consider the STEP Domains: 

S Is the Subject engaging in behavior(s) that may pose a threat of violence, harm or significant disruption to self or 

others; or otherwise indicate a need for assistance or intervention? 

T  Are Targets/others vulnerable to harm, in need of or protective actions, impacted by the situation, or otherwise indicate 

a need for assistance or intervention? 

E Are there Environmental/systemic issues contributing to or impacting upon the situation? 

P Are there reasonably foreseeable Precipitating events that may impact the situation? 

+  Are there actions the threat assessment team can facilitate (to address any concerns noted), beyond those already being 

effectively done?  

Source: Deisinger (1996); Deisinger & Nolan (2020) 

The team documents its sources, findings, and rationale, and then proceeds to develop, implement, and monitor an individualized 

threat management plan to reduce the risk that the subject poses.  

Fostering Effective Case Discussions: 

When the team discusses the case to make its assessment, it can be helpful to keep in mind the following tips: 

¶ Keep the discussion focused on the facts of the case as well as considering the potential importance of the unknowns. 

¶ Avoid the tendency to profile based on generalizations or stereotypes, focus on behavior. 

¶ Make sure to factor in any context that helps to understand the threatening behaviors. 

¶ Look at whether behavior is improving or deteriorating over time or if certain circumstances are impacting the situation. 

¶ Try to corroborate critical information ï check the facts among multiple sources, work to resolve discrepancies. 

¶ All team members should actively engage and participate in the assessment process, sharing their perspectives and 

concerns with the team.  

¶ Team members should be inquisitive and challenge assumptions that are often made in cases. Consider the basis for the 

information and/or the assumption, along with its credibility and relevance.  

¶ Seek to minimize bias in decision-making. 

¶ The team should not focus only on concerns and risks, but also on protective factors, strengths, resources, and 

capabilities of the persons involved, and the school community. This helps support active problem-solving and resource 

utilization. 
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Classifying Priority / Level of Concern 

The team may use a classification system to prioritize cases. Teams are encouraged not to focus only on dangerousness/risk of 

the subject of concern, but rather the overall level of concern associated with a case. Many in the threat assessment field 

advocate the use of ñLevel of Concernò or ñPriorityò over ñRiskò as a means of categorizing and prioritizing cases (e.g., Scalora 

et al, 2002; Meloy et al, 2011; Amman et al, 2017). 

The concept of level of concern is particularly applicable to threat assessment in dynamic, operational conditions, 

because it is judged on what information is currently available, which may be quite incomplete. A risk judgement, by 

contrast, requires all relevant information to have been gathered. Secondly, concern levels can reflect circumstance 

(Meloy, et al, 2017; page 258). 

An effective classification approach considers a holistic view of the case (e.g., using the STEP framework) and incorporates 

several factors including: 

¶ The nature, severity and immediacy of any threats posed by the subject or the capacity for becoming a threat, 

¶ The impact of the situation on targets and others (i.e., nature, severity, immediacy of harm),  

¶ The nature and level of interventions necessary to prevent or mitigate harm/impact and assist those involved.  

Following is a sample priority classification: 

Priority 1 (Critical/Imminent): Subject poses an imminent threat of serious violence or harm to self/others and has or may 

reasonably have significant impact on others. Requires immediate law enforcement and school administration notification, 

subject containment, target protection and safety planning, implementation of crisis response and notification protocols, ongoing 

assessment and management plan, and active monitoring. 

Priority 2 (High): Subject poses, or is rapidly developing capability for, a threat of serious violence or harm to self or others; or 

is in urgent need of hospitalization or treatment. Targets/others are impacted. Typically involves environmental/systemic factors 

and consideration for precipitating events. Requires immediate notification of school administration and law enforcement, 

subject containment, target protection and safety plan, activation of crisis response protocols as appropriate, ongoing assessment 

and management plan, and active monitoring. Referrals as appropriate. 

Priority 3 (Moderate): Subject does not pose a threat of serious violence or harm though risk cannot be ruled-out. Subject may 

be developing capability for harm and is engaging in aberrant or concerning behaviors that indicate need for 

assistance/intervention. Targets/others likely concerned and impacted. Environmental/systemic or precipitating factors may be 

present. Consider law enforcement/security notification as appropriate. Requires ongoing assessment and management plan, and 

active monitoring. Referrals as appropriate. 

Priority 4 (Low): Subject does not indicate a threat of violence or harm to self or others; would or may benefit from intervention 

or assistance with concerns. Target, environmental/systemic, or precipitating events may be present at low levels. May involve 

some ongoing assessment management with passive monitoring and/or periodic active monitoring, Referrals as appropriate; 

Close case if no team interventions or monitoring indicated. 

Priority 5 (Routine/No Known Concerns): Subject does not indicate a threat of violence or harm to self or others; or need for 

assistance or intervention. No impact on others, environmental factors, or precipitants that need team intervention. Close case. 

  












































































































